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Understanding Phishing: How Attacks Are Crafted and Caught 
 
 

 What Is Phishing? 

Phishing is a form of social engineering fraud carried out through digital channels such as email, SMS, phone calls, and 
websites. The goal is deceptively simple: trick a person into doing something they normally wouldn’t do—such as revealing 
login credentials, sharing one-time passwords (OTPs), entering payment details, or installing malicious software. 

At its core, phishing works like bait. The attacker disguises their message as something legitimate—an email from a bank, a 
security alert from a service you use, or a message from a trusted colleague. By creating urgency, fear, curiosity, or authority, 
the attacker pressures the victim into acting quickly, before they have time to think critically. 

The unusual spelling of “phishing” comes from “phreaking,” a term used in the 1970s to describe hacking telephone systems. 
This historical link highlights an important idea: phishing isn’t new—it’s an evolution of old fraud techniques adapted to 
modern technology. 
 

 How Phishing Evolved 
 

 1990s – Early Internet Scams 

Phishing first appeared on early online services like America Online (AOL). Attackers impersonated AOL staff and sent messages 
asking users to “verify” their accounts. Simple scripts and tools allowed even low-skilled attackers to send large numbers of fake 
messages, making phishing one of the earliest scalable online scams. 
 

 Early 2000s – The E-Commerce Boom 

As online shopping and digital payments became common, phishing became more profitable. Attackers began targeting 
platforms such as PayPal and eBay, creating fake login pages that looked nearly identical to the real ones. Victims were tricked 
into entering credentials, which attackers then reused or sold. 
This period marked phishing’s shift from experimentation to organized financial crime. 
 

 2006–2010 – Targeted Attacks Emerge 

Criminals moved beyond mass emails and began spear phishing—carefully crafted messages aimed at specific individuals or 
organizations. The rise of phishing kits (prebuilt scam templates with hosting, fake pages, and scripts) dramatically lowered the 
barrier to entry. Even attackers with limited technical skills could now run convincing campaigns. 
 

 2010–2020 – Ransomware and Business Email Compromise (BEC) 

Phishing became the primary delivery method for ransomware, often through malicious attachments or links. At the same time, 
Business Email Compromise (BEC) attacks surged. In BEC scams, attackers impersonate executives or vendors to trick finance 
teams into wiring money to fraudulent accounts. 
According to law enforcement and industry reporting, BEC scams alone have resulted in tens of billions of dollars in reported 
losses worldwide. 
 

 2020–Present – AI, Deepfakes, and Scale 

Modern phishing has entered a new phase. Attackers increasingly use generative AI and deepfake technology to automate 
personalization—writing natural-sounding messages, cloning voices, and generating realistic images or documents. Security 
researchers, including teams at Microsoft, report a clear rise in AI-powered deception, where scams are harder to spot because 
they closely match real communication patterns. 
 

 Quick Data Point 

Industry monitoring groups such as Anti-Phishing Working Group (APWG) consistently report that phishing volumes remain 
extremely high. While the techniques change, the trend is clear: attackers continuously refine automation, lures, and delivery 
methods to bypass user awareness and technical defenses. 
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  Visual Elements Attackers Use (What to Expect) 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 
 
 
 
 
Phishing attacks rely heavily on visual deception. Common elements include: 

• Fake login pages that closely copy the logo, layout, colors, and form fields of real websites. 

• Spoofed sender names or email headers that appear legitimate at first glance, even if the underlying address is 
malicious. Real: microsoft.com; Spoofed: rnicrosoft.com, microsoft-usersupport.com 

• Convincing documents and messages, such as fake invoices, shipping notifications, password reset alerts, or account 
suspension warnings. 

• Malicious attachments, often disguised as PDFs, Word documents, or ZIP files, which may contain macros, scripts, or 
hidden malware payloads. 

These visual cues are carefully designed to reduce suspicion and increase trust, especially when the victim is distracted or under 
pressure. 
 

 



 

Page 3 of 77 
 

     Notebook contents:  

 

1. What Is Phishing & How It Evolved — Phishing = social engineering via email/SMS/phone/web. History from early AOL 

scams → mass phishing → spear-phish, BEC, ransomware, to today's AI/deepfake-enhanced attacks. 

2. How Attackers Manage Hosting & Phishing Emails — Infrastructure vs delivery: domains, registrars, hosting (privacy vs 

bulletproof hosts), compromised mailboxes, spam services, and why takedowns are hard. 

3. Phishing Types — Clear examples and how they’re crafted: 

• Mass Email Phishing (bulk lures) 

• Spear Phishing (targeted, personalized) & Whaling (execs) 

• Smishing (SMS), Vishing (calls/voicemail) 

• Clone Phishing (reuse of real emails) 

• Quishing (malicious QR codes) 

• Social Media phishing, MitM (proxy/AiTM), Page Hijacking, and more. 

4. Impact of Phishing Attacks — Financial loss, reputation damage, operational outages (ransomware), identity theft, and 

psychological harm to victims. 

5. Breakdown: How Phishing Attacks Are Executed — Step-by-step playbook attackers use: choose goal → craft scenario 

→ spoof/register domains → build landing pages → send → monitor → monetize. 

6. Key Elements Used to Deceive Victims — Visual tricks (fake pages, logos), spoofed email headers, look-alike URLs, 

malicious attachments, urgency/authority/fear/call-to-action psychological levers. 

7. How Malicious Infrastructure Stays Online (Technical Tricks) — Fast-flux DNS, botnets, proxy nodes, reverse proxies, 

and how attackers rotate IPs, hide C2 servers, and evade IP-block takedowns. 

8. How to Identify Suspicious Websites & Networks — Hover links, check domains/TLDs, watch TLS/redirect behavior, 

suspicious short TTL DNS, mobile-only redirects, rogue Wi-Fi cues. 

9. Common Signs of Phishing Messages (Email, SMS, Voice) — Misspellings, generic greetings, odd sender addresses, 

unexpected attachments, shortened links, urgent tone, requests for OTPs or passwords. 

10. Phishing Email Checklist: How to Spot Red Flags — Quick checklist: inspect sender, hover links, validate attachments, 

confirm requests out-of-band, don’t reuse email links for sensitive actions. 

11. Spam Filters, Antivirus Software & Firewalls — Role of layered controls: email/URL filtering, sandboxing attachments, 

DNS reputation, and why technical controls must pair with training. 

12. Password Management Best Practices — Strong unique passwords, password managers, avoid reuse, recognize 

credential-harvesting pages. 

13. Multi-Factor Authentication (MFA) & Its Importance — How MFA reduces risk, but also where MFA can be bypassed 

(proxy/AiTM). Recommendation: phishing-resistant MFA (FIDO2 / hardware keys). 

14. Reporting Phishing Attempts to IT & Cybersecurity Teams — What to capture (headers, timestamps, links), how to 

report, and why quick reporting helps takedowns and incident response. 

15. Acceptable Use Policies (AUP) — Why clear AUPs, device rules, and escalation procedures reduce user risk and support 

enforcement. 

16. Regulatory Requirements & Phishing Prevention — Compliance triggers, breach reporting, fines, and how security 

controls + training support regulatory obligations. 

17. Continuous Training & Awareness — Simulated phishing, refresher courses, role-specific guidance, and creating a 

culture where verification beats blind trust. 
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 How Attackers Manage Hosting and Phishing Emails 

To operate phishing campaigns at scale, attackers rely on two core components: 

1)     Infrastructure 

This includes servers, domains, and hosting providers used to: 

• Host fake login pages that imitate real services 

• Collect stolen credentials and personal data 

• Run command-and-control (C2) servers for malware delivered through phishing 

Without stable infrastructure, phishing sites are quickly taken down and campaigns fail. 

2)     Delivery Channels 

These are the methods attackers use to reach victims: 

• Email servers and spam services 

• SMS gateways and messaging apps 

• Compromised legitimate accounts used to send messages 

Understanding how attackers combine infrastructure with delivery methods helps defenders detect patterns, block abuse, and 
report malicious resources more effectively. 
 

 What Makes a Registrar Attractive to Attackers (High-Level) 

Multiple studies by registries and internet governance bodies show attackers favor: 

• Fast and cheap domain registration 

• Minimal identity verification 

• Poor abuse monitoring 

• Slow takedown processes 

An analysis published by ICANN highlights clear patterns in how malicious domains are registered and abused at scale. 
 

 Privacy-Focused Hosting 

Not all hosting that emphasizes privacy is malicious. 

Some providers are designed to protect lawful users—such as journalists, activists, and whistleblowers—from surveillance, 
censorship, or political retaliation. These services operate legally, even if they limit data collection or public attribution. 

Commonly cited examples in security discussions include: 

• OrangeWebsite (Iceland) 
Operates under Iceland’s strong free-speech protections. Criminal activity is prohibited, but user privacy is taken 
seriously within the law. 

• Njalla 
Acts as a privacy proxy by registering domains on behalf of users, preventing personal details from appearing in public 
WHOIS records. 

• FlokiNET (Iceland / Romania) 
Markets itself toward free-speech and privacy-oriented projects while maintaining acceptable-use policies. 

• Proton (Switzerland) 
Known for encrypted email and VPN services; often referenced as a benchmark for lawful, privacy-first infrastructure. 
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 Key point: These services are not “bulletproof hosts.” They respond to legal requests and do not openly support criminal 
operations. However, like major cloud platforms, they can sometimes be temporarily abused by attackers. 
 

 Bulletproof Hosting (Criminal Abuse) — Reported Trends (2024–2025) 

In contrast, so-called bulletproof hosting providers are deliberately structured to ignore abuse complaints, delay takedowns, or 
shield criminal customers. 

Based on public reporting by cybersecurity researchers and law-enforcement announcements, many such providers operate in 
regions that are less responsive to Western legal requests. 

Examples frequently mentioned in threat-intelligence reporting include: 

• Media Land (Russia) 
Publicly reported as hosting infrastructure linked to ransomware and malware operations. Researchers have connected 
parts of its infrastructure to multiple criminal campaigns. It has been named in sanctions and investigations according to 
late-2024 and 2025 reporting. 

• Aeza Group / AezaHost (Russia / Uzbekistan) 
Widely discussed in security research for infrastructure associated with infostealers and ransomware activity. Reports 
note the use of related brands and resellers to obscure attribution. 

• Proton66 (Russia) 
Frequently referenced in scanning and exploitation activity. Linked in underground forums to services advertised under 
alternate names. 

• ZServers (Russia) 
Identified in multiple investigations as ransomware-related infrastructure and reportedly targeted by coordinated 
international action in early 2025. 

• HostSailor (Romania / UAE) 
Markets itself as offshore hosting. Independent researchers and journalists have repeatedly linked parts of its 
infrastructure to phishing, espionage, and malware campaigns—though the company disputes wrongdoing. 
 

 Important note on accuracy: These references are based on open-source intelligence, threat-research publications, and 
law-enforcement announcements. Infrastructure attribution can change over time, and not every server operated by these 
providers is necessarily malicious. 
 

 Final Clarification (Very Important) 

• Privacy-focused hosting ≠ criminal hosting 

• Bulletproof hosting = deliberate tolerance of abuse 

Attackers will attempt to abuse any platform they can—privacy-focused services, offshore hosts, and even mainstream cloud 
providers. 
The difference lies in how quickly abuse is addressed, whether cooperation exists, and whether criminal use is discouraged or 
silently enabled. 
 

 
 Phishing Types (with Definition, Common Tactics, Examples, How Attackers Craft, Defender’s Role, Quick Practical Tip) 

1) Email Phishing (Mass Phishing) 

Definition 

Email phishing (often called mass phishing) involves sending large volumes of deceptive emails to many recipients at once. 
These messages attempt to steal credentials, deliver malware, or manipulate users into unsafe actions (payments, data 
disclosure, or follow-up contact). 
Unlike targeted attacks, mass phishing relies on scale: even a very low success rate becomes profitable when thousands of 
messages are sent. 
 

 



 

Page 6 of 77 
 

  Common Tactics Used in Mass Phishing 

 

 

 

 

 

 

 

 

 

 
 
 
Attackers repeatedly reuse a small set of proven techniques: 

• Impersonation of trusted brands such as banks, delivery services, 
employers, or government agencies. 

• Embedded links that lead to counterfeit login pages designed to harvest 
credentials. 

• Alarmist subject lines (“Action required”, “Account suspended”) to 
create urgency and reduce rational thinking. 

• Malicious attachments containing macros, scripts, or executable 
payloads disguised as invoices, reports, or forms. 

These tactics work because they mirror routine digital interactions that users see 
every day. 
 

  Examples: Phrases Used & Why They Work 

1. “Your account will be suspended in 24 hours. Click here to verify now.” → Uses urgency and fear of loss to force quick 
action. 

2. “Unusual login detected from a new device — confirm it was you.” → Exploits security anxiety and the desire to 
protect accounts. 

3. “Download your tax refund form.” → Seasonal timing (tax period) lowers suspicion and increases relevance. 

4. “HR: New hire paperwork attached.” → Appears internal and authoritative, especially effective in workplaces. 

5. “Confirm your email to keep receiving our service.” → Plays on fear of losing access or communication. 

6. “Security alert: password reset required.” → Pushes the victim into a fake reset flow that steals credentials. 

7. “Click here to view an important document.” → Leverages curiosity combined with a plausible business context. 

Each message is short, familiar, and emotionally loaded—enough to trigger action without careful inspection. 
 

 How Attackers Craft Mass Phishing Emails 

1. Decide the Goal 

The attacker defines the objective: 

• Credential theft, Malware delivery, Direct payment fraud, Initial access for later attacks (e.g., BEC, ransomware) 
 

2. Choose a Believable Scenario 
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They select a context the victim is likely to accept without question: 

• Billing notice, Password reset, Shipping update, Support ticket, Tax or compliance notice 

The best lures align with what users already expect. 
 

3. Acquire or Spoof Sending Infrastructure 

Attackers set up the delivery channel by: 

• Buying or compromising email accounts, Registering look-alike domains, Using subdomains to appear legitimate, 
Routing traffic through abused infrastructure (URL shorteners, proxies) 

Proxy: A middleman server that hides your true IP address by routing your internet traffic through itself. 

When an attacker uses a proxy, the communication looks like this: Attacker  Proxy Server  Target Victim 
 

4. Register or Prepare Domains & Hosting 

Domains are crafted to visually resemble real brands (e.g., paypaI.com, paypal-secure.com, rnicrosoft.com). 
Attackers often prefer registrars and services that allow: 

• Cheap, instant domain creation 

• Automated sign-ups, Weak identity verification, Slow abuse response 

Research consistently shows that low-friction registration environments are attractive to phishing operators. 
 

5. Build the Counterfeit Landing Page 

The phishing site is designed to look authentic: 

• Logos, CSS, fonts, and layout copied from the real site 

• Forms that immediately transmit entered data to the attacker 

• Sometimes the exact HTML of the legitimate page 

Prebuilt phishing kits automate this entire process, enabling rapid deployment at scale. Research and reporting by Kaspersky 
show how cheaply and quickly these kits allow criminals to generate thousands of fake pages. 
 

6. Write the Bait Email 

Attackers carefully craft: 

• Subject line, Preview text, Message body, Display name and reply-to address 

The goal is to appear routine and trustworthy, not suspicious. 
 

7. Send and Monitor 

Emails are sent using: 

• Bulk mailing tools, Compromised mail servers, Botnets or abused cloud resources 

Botnet: a network of infected devices remotely controlled by an attacker, used to relay traffic, host phishing pages, or perform 
attacks. 

Attackers track: 

• Opens, Clicks, Submitted credentials 

This feedback loop allows rapid optimization. 
 

8. Monetize the Results 
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Stolen data is quickly exploited: 

• Immediate account takeover, Sale on underground marketplaces, Use in wire-transfer fraud (BEC), Reuse for further 
phishing or identity theft 

Speed matters -- credentials lose value once passwords are changed. 
 

 Defender’s Role 

Effective defense relies on early detection, user awareness, and layered controls—not just blocking one email. 

Red Flags to Watch For 

• Sender address uses a look-alike domain 
(e.g., @company-support.com instead of @company.com) 

• Hovering over links reveals a mismatched or shortened URL 

• Unexpected attachments, especially .exe, .zip, .html, or Office files with macros 

• Generic greetings (“Dear Customer”) where personalization is normally used 
 

 Quick Practical Tip 

Always hover over links to reveal their real destination (on mobile: press and hold to preview the URL). 

If an email asks for passwords, OTPs, or payment details, do not use the email link. Open a browser and navigate to the official 
site manually. 
 

 
 
2) Spear Phishing 

Definition 

Spear phishing is a highly targeted phishing attack aimed at a specific individual, role, or organization. Unlike mass phishing, 
these messages are carefully personalized using real information—names, job titles, projects, relationships, or recent events—so 
they appear credible and relevant. 
The objective is usually high-impact outcomes: credential theft, wire transfers, confidential data access, or a foothold for larger 
attacks. 
 

  Common Tactics Used in Spear Phishing 
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Security Alert Verification (rightside’s photo)  

This screenshot shows a legitimate security alert 
generated by Trend Micro Cloud App Security. The 
system detected a suspicious outgoing email that 
appeared to be sent from an internal user’s mailbox 
and was delivered to another target, a common sign 
of Business Email Compromise (BEC) or invoice-fraud 
attacks. 

The alert notes that the message originated from 
outside the organization and did not match the 
sender’s usual writing style. The Yes / No 
confirmation asks the user to verify whether they 
actually sent the email, helping security teams 
quickly identify impersonation, stop fraudulent 
payment requests, and prevent abuse of trusted 
internal identities. 

 

Attackers rely on precision rather than volume: 

• Victim research via social media (LinkedIn, 
X), company websites, press releases, and 
public records to tailor content. 

• Impersonation of trusted contacts, such as coworkers, managers, vendors, or business partners. 

• Context-aware messages that reference real projects, meetings, invoices, or internal processes. 

• Timing attacks, sent during busy periods (end of day, payroll, travel) when scrutiny is lower. 
 

  Examples (Phrases & Why They Work) 

1. “Hi Sagar — can you review the attached contract before today’s client meeting?” → Uses your name, a realistic task, 
and time pressure. 

2. “Finance: Urgent — wire $45,000 to the account below for supplier payment.” → Authority + urgency, often sent from 
a CEO or CFO look-alike address. 

3. “IT Support: We’re fixing the VPN issue you reported. Please re-authenticate here.” → References a known problem to 
build trust. 

4. “Hey, I’m in a meeting and can’t talk. Can you quickly handle this for me?” → Exploits hierarchy and discourages 
verification. 

5. “Here’s the updated invoice we discussed last week.” → Relies on implied prior context, even if none exists. 
 
 

 How Attackers Craft a Spear-Phish 

1. Select the target and define the objective 
The attacker chooses who to target and what they want—credentials, money, sensitive files, or access to internal 
systems. 

2. Conduct reconnaissance (OSINT) 
They collect details such as: 

o Job role and responsibilities, Reporting lines and relationships 

o Recent announcements, meetings, or projects 

o Writing style and tone from past emails or posts 
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3. Map the target’s workflow 
The attacker identifies what requests would seem normal for that person (approving invoices, reviewing documents, 
resetting passwords). 

4. Prepare the impersonation method 

o Register a look-alike domain (e.g., compаny.com using a visually similar character), or 

o Compromise a real email account (making the attack much harder to detect) [Example: C]. 

5. Craft the message with contextual accuracy 
The email mirrors: 

o Internal language and terminology, Correct signatures and formatting, Plausible urgency aligned with the 
target’s role 

6. Send and adapt 
If the first message doesn’t succeed, attackers often follow up with: 

o Clarifications, Escalation (“Did you see my last email?”), Added pressure (“We need this before the deadline.”) 

7. Exploit the response 
Once the target engages, the attacker requests the unusual but plausible action—wire transfer, credential entry, file 
upload, or access approval. 
 

 Defender’s Role 

Spear phishing succeeds when trust replaces verification. Defense requires both technical controls and human judgment. 

Red Flags to Watch For 

• The message feels “too perfect”—it fits your role but arrives unexpectedly. 

• Requests involve unusual actions (urgent payments, credential sharing, bypassing process). 

• Slight domain changes or display-name tricks 
(e.g., company-support.com vs company.com). 

• Pressure to act quickly or secretly, discouraging confirmation. 
 

 Advanced Technique: Whaling 

Whaling is a specialized form of spear phishing that targets senior executives (CEOs, CFOs, directors). 

• Messages focus on high-value actions: large wire transfers, mergers, legal matters. 

• Attackers exploit executives’ authority and busy schedules. 

• Often paired with Business Email Compromise (BEC) operations. 

Because executives may bypass routine checks, whaling attacks can cause massive financial damage with a single successful 
email. 
 

 Quick Practical Tip 

If an email asks you to do something unusual or urgent, verify out-of-band: 

• Call or message the sender using a phone number or contact you already trust 

• Do not reply directly to the email or use links it provides 

A 30-second verification can prevent a six-figure loss. 
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3) Smishing (SMS Phishing) 

Definition 

Smishing is a form of phishing delivered via SMS (text messages). It exploits how people use mobile phones: short messages, 
small screens, and a tendency to act quickly. Because SMS feels more personal and immediate than email, users are often less 
skeptical, making smishing highly effective. 
 

  Common Tactics Used in Smishing 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 

 

Attackers rely on mobile-specific behaviors:  

• Shortened URLs to hide the real destination and bypass visual inspection. 

• Impersonation of trusted brands such as delivery companies, banks, or tech services. 

• Urgent or emotionally charged messages (“account locked”, “delivery failed”). 

• Low-effort interaction (“Tap here”, “Reply YES”, “Call now”) to reduce thinking time. 
 

  Examples (Messages & Why They Work) 

• “FedEx: Delivery delayed — tap here to reschedule: bit.ly/track123” → Familiar brand + delivery anxiety + short link 
hides the destination. 

• “Your bank account is locked. Verify immediately: short.url/verify” → Fear-driven urgency combined with authority. 

• “Congratulations! You’ve won a prize. Claim now before it expires.” → Exploits curiosity and scarcity. 

• “Unusual activity detected. Reply YES to secure your account.” → Encourages interaction without even needing a link. 
 

 How Attackers Craft a Smishing Message 

1. Choose a believable mobile scenario 
Attackers select situations that commonly happen on phones: 

o Package delivery updates, Bank or card alerts, OTP or account verification issues, Prize notifications or refunds 
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2. Hide the malicious destination 
They obscure links by: 

o Using URL shorteners, Creating look-alike domains that resemble real brands, Embedding links that redirect 
multiple times 

3. Decide the targeting strategy 

o Mass smishing: send thousands of messages and wait for responses 

o Targeted smishing: focus on specific users or regions using leaked data 

4. Trigger interaction 
Victims are pushed to: 

o Tap a link leading to a mobile-optimized fake page, or 

o Call a spoofed phone number where attackers impersonate support staff 

5. Capture data or escalate 
Stolen information may include: 

o Login credentials, Card details, OTPs or PINs, Confirmation that the number is active (for future scams) 
 

 Defender’s Role 

Smishing defense depends heavily on user awareness, supported by mobile OS protections and carrier filtering. 

Red Flags to Watch For 

• Messages from unknown or unexpected numbers 

• Shortened or mismatched URLs that don’t clearly match the sender 

• Requests for OTPs, PINs, passwords, or card details 

• Language designed to rush or scare you into acting immediately 
 

 Quick Practical Tip 

Legitimate banks and major services almost never ask for OTPs or passwords by SMS. 

If you receive a suspicious text: 

• Do not tap the link 

• Open the official app manually, or 

• Call the organization using a verified number from their website 

One ignored SMS can prevent account takeover or financial loss. 
 

 
 
4) Vishing (Voice Phishing) 

Definition 

Vishing (voice phishing) is a phishing attack conducted through phone calls or voicemail, where attackers manipulate victims into 
revealing sensitive information or performing harmful actions. Unlike email or SMS phishing, vishing relies on real-time 
conversation, allowing attackers to adapt their story, apply pressure, and respond to doubts instantly. 

Because many people still associate phone calls with legitimacy, vishing remains highly effective, especially against non-technical 
users and during stressful situations. 
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  Common Tactics Used in Vishing 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Attackers commonly use: 

• Caller ID spoofing to appear as trusted organizations (banks, tax offices, tech companies). 

• Fear and intimidation, such as threats of account suspension, fraud, or legal action. 

• Fake support services, often impersonating well-known brands like Microsoft or telecom providers. 

• Authority-based language, claiming to be from “security,” “fraud,” or “investigations” departments. 
 

  Examples 

1. “This is your bank’s fraud department. We’ve detected a suspicious transaction. Please confirm the OTP we just sent 
to block it.” → Exploits fear, urgency, and trust in banking processes. 

2. “Hello, this is technical support from Microsoft. Your computer is sending error reports. We need to secure it 
immediately.” → Targets non-technical users using brand authority. 

3. IVR Scam (Automated): 
“This is an automated security alert. Your account will be suspended. Press 1 to continue.” → Removes human hesitation 
and encourages instant action. 

4. “This is the tax office. There is a warrant associated with your name. Stay on the line to resolve this now.” → Uses 
fear of legal consequences to suppress verification. 

5. “Your manager asked us to call you. Please urgently process this payment while they are unavailable.” → Combines 
vishing with organizational impersonation. 
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 How Attackers Craft a Vishing Scam  

1. Choose a believable pretext 
Attackers select scenarios that justify urgent phone contact: 

o Bank fraud alerts, Tax or legal issues, Account compromise warnings, Technical support problems 

2. Spoof the calling identity 
Using caller-ID spoofing or compromised VoIP lines, the call appears to originate from a trusted number (bank, 
government office, company helpdesk). 

3. Establish authority and urgency 
The caller uses rehearsed social engineering scripts: 

o Professional tone, Internal-sounding terminology, Statements like “This call is recorded” to sound official 

4. Exploit trust through interaction 
Victims are guided step by step: 

o “Let me verify your identity”, “I’m trying to protect your account” 

This conversational flow reduces suspicion. 

5. Request sensitive actions or data 
Common requests include: 

o One-time passwords (OTPs), Card CVV or PINs, Online banking credentials, Purchasing gift cards or transferring 
money 

6. Automated IVR abuse (Interactive Voice Response) 
Many modern vishing campaigns use automated IVR systems: 

o Victims receive a robocall claiming fraud or security issues 

o A recorded message says: “Press 1 to secure your account” 

o DTMF tones (keypad presses) are captured, or the call is routed to a live scammer 

o Some IVR systems even record spoken OTPs or numbers 

IVR scams scale vishing to thousands of victims simultaneously. 
 

 Defender’s Role 

Defending against vishing requires a mix of policy, training, and skepticism—technology alone is not enough. 

Red Flags to Watch For 

• The caller insists on secrecy or says you must act immediately 

• Requests to read back OTPs, PINs, CVV numbers, or passwords 

• Threats of instant legal action, arrest, or account shutdown 

• Pressure to stay on the call and not verify independently 
 

 Modern Vishing Techniques 

• Caller-ID spoofing is now trivial and widely abused 

• AI voice cloning makes impersonation of executives or relatives more convincing 

• Vishing is often combined with prior phishing emails or OSINT, so the caller already knows personal details 

This multi-channel approach dramatically increases credibility. 
 

 Quick Practical Tip 

If a caller pressures you to share codes, passwords, or make payments: 
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Hang up immediately. 
Then call the organization back using an official number from their website or app. 

Legitimate institutions do not ask for OTPs, PINs, or passwords over the phone. 
 

 
 
5) Clone Phishing 

Definition 

Clone phishing is an advanced phishing technique where attackers take a legitimate, previously delivered email or message and 
create a near-identical copy—then replace a safe link or attachment with a malicious one. 
Because the message looks familiar and often appears as a follow-up, victims are far more likely to trust it and act without 
rechecking. 
 

  Common Tactics Used in Clone Phishing 
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Attackers exploit existing trust rather than creating it from scratch: 

• Hijacking prior conversations so the message fits a real, ongoing thread. 

• Spoofing or compromising the original sender’s address to preserve credibility. 

• Minimal changes—only the link or attachment is altered, while the rest of the message stays authentic. 

• Contextual timing, such as sending the clone shortly after the real email to avoid suspicion. 
 

  Examples 

• Invoice clone 
A real invoice email is resent, but the payment link now leads to a fake login page that captures credentials. 

• Meeting invite clone 
A legitimate calendar invitation is recreated with a fake video conferencing link that asks users to “sign in again.” 

• Document update 
“Here’s the revised file we discussed—please review.” → The attachment now contains malware, even though the 
filename looks unchanged. 

• Link correction excuse 
“Sorry—wrong link earlier. Please use this one instead.” → A classic clone-phish justification. 
 

 How Attackers Craft Clone Phishing  

1. Obtain a legitimate email 

o Intercepted via a compromised mailbox, Stolen from breached email archives, Observed during earlier phishing 
reconnaissance 

2. Analyze the original message 

o Subject line, wording, signature, formatting 

o Attachment names or link destinations, Normal sending time and tone 

3. Create the cloned version 

o Copy the entire email body and layout 

o Preserve branding, formatting, and sender style 

4. Replace the payload 

o Swap a safe link with a credential-harvesting page, or 

o Replace a real attachment with a malicious document (macro-enabled PDF/Office file) 

5. Impersonate the sender 

o Use a look-alike domain, or 

o Send from a compromised real account (most dangerous variant) 

6. Send as a “follow-up” 

o Phrases like “Updated version”, “Resending”, or “Please use this link instead” 

o Leverages routine workplace behavior and trust 

7. Exploit fast reactions 

o Victims assume the email is safe because it looks familiar 

o Malware executes or credentials are harvested immediately 
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 Defender’s Role 

Clone phishing bypasses basic awareness because it looks routine, not suspicious. Defense relies on context awareness and 
verification habits. 

Red Flags to Watch For 

• You already completed the action in the original email 

• Subtle changes in: 

o Sender address 

o Link destination 

o Attachment file type 

• Unexpected follow-ups that introduce new links or attachments 

• Language suggesting urgency without explanation (“use this instead—quickly”) 
 

 Quick Practical Tip 

If you already handled the request once, pause before acting again. 

• Hover links and compare destinations 

• Check the sender address carefully 

• When in doubt, confirm via another channel (chat, phone, or original email thread) 

Familiarity is exactly what clone phishing exploits—treat repeats with extra caution. 
 

 
 
6) Quishing (QR Code Phishing) 

Definition 

Quishing is a phishing technique that uses malicious QR codes to redirect victims to fake websites or harmful applications. 
Because QR codes are not human-readable, users cannot visually inspect the destination before scanning—making them an 
effective and increasingly abused attack vector. 

As QR codes have become common for payments, menus, tickets, and authentication, attackers exploit the trust and 
convenience associated with them. 
 

  Common Tactics Used in Quishing 
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Attackers take advantage of both physical and digital environments: 

• Replacing or overlaying real QR codes on posters, parking meters, restaurant tables, or public kiosks. 

• Embedding QR codes in emails or SMS messages, claiming it’s a faster or more secure way to act. 

• Brand impersonation, using logos and language from banks, payment apps, or service providers. 

• Mobile-first design, ensuring phishing pages look convincing on phones. 
 

  Examples 

• Public parking scam 
A fake QR code placed on a parking meter redirects users to a phishing payment page asking for card details. 

• Email-based quishing 
“Scan the QR code below to complete contactless payment verification.” → The QR code leads to a fake login page 
optimized for mobile screens. 

• Restaurant menu replacement 
A QR sticker on a table leads to a site prompting users to “sign in to view the menu,” harvesting credentials. 

• Office access abuse 
A QR code posted near an office entrance claims to be for “visitor check-in” but redirects to a malicious form. 
 

 How Attackers Craft Quishing — Step by Step 

1. Select a trusted QR use case 
Attackers choose scenarios where QR codes are already expected: 

o Parking payments, Restaurant menus, Event tickets, Login or verification steps 

2. Prepare the malicious destination 

o Build a mobile-optimized phishing page, Or host a page that prompts users to install a malicious app 

o Often designed to mimic real brands or services 

3. Generate the QR code 

o Encode the malicious URL, Sometimes include tracking parameters to measure scans 

4. Deploy the QR code 

o Physical placement: stickers placed over real QR codes in public spaces 

o Digital delivery: QR codes embedded in emails, PDFs, or SMS messages 
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5. Trigger user action 

o The page asks for: 

▪ Login credentials, Payment details, Account verification 

o Or redirects through multiple steps to appear legitimate 

6. Harvest or exploit 

o Credentials are captured, Payments are redirected 

o Devices may be exposed to further phishing or malware attempts 
 

 Defender’s Role 

Quishing bypasses traditional link inspection because the URL is hidden until after scanning. Defense depends on situational 
awareness and post-scan verification. 

Red Flags to Watch For 

• QR codes placed in unexpected or informal locations 

• Requests to log in, verify identity, or enter payment details after scanning 

• URLs that look slightly misspelled or unfamiliar 

• Pages that apply urgency (“verify now”, “payment required immediately”) 
 

 Quick Practical Tip 

Only scan QR codes from trusted, official sources. 

After scanning: 

• Check the full URL carefully 

• Confirm the domain matches the real service 

• If credentials or payments are requested, stop and use the official app or website instead 

QR codes trade visibility for convenience—treat every scan as a potential risk. 
 

 
7) Social Media Phishing 

Definition 

Social media phishing involves phishing attacks carried out directly on social platforms, exploiting the trust users place in online 
connections, familiar brands, and platform features like direct messages and comments. Because these platforms are informal 
and fast-paced, users often lower their guard—making scams easier to execute and harder to notice. 

  Common Tactics Used in Social Media Phishing 
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Attackers take advantage of built-in trust and visibility: 

• Fake profiles posing as friends, recruiters, influencers, or customer support. 

• Direct messages (DMs) containing malicious links or urgent requests. 

• Public replies to complaints that redirect victims to fake “support” pages. 

• Giveaways and contests designed to harvest credentials or personal data. 

• Account takeover chaining, where one compromised account is used to scam others. 
 

  Examples 

• Fake recruiter scam: A convincing LinkedIn profile claims to be a recruiter offering a job opportunity and asks you to 
“submit details” via a link that steals personal data. 

• Customer support impersonation: A Twitter/X account posing as official support replies to a public complaint and 
shares a phishing link to “resolve the issue.” 

• Giveaway lure: An Instagram message says you’ve won a prize and must “verify your account” by logging in again. 

• Friend account takeover: A friend’s account sends you a vague message: “Is this you in the video?” The link leads to a 
credential-harvesting page. 
 

 How Attackers Craft Social Media Phishing 

1. Select the platform and target audience 
Attackers choose platforms based on intent: 

o Professional scams on LinkedIn 

o Support impersonation on Twitter (X) 

o Giveaway and impersonation scams on Instagram and Facebook 

2. Create or compromise an account 

o Build a convincing fake profile (photos, job titles, followers), or 

o Take over a real account using stolen credentials 

3. Establish credibility quickly 
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o Copy bios, logos, and language from legitimate accounts 

o Reference mutual connections, trending topics, or recent posts 

4. Initiate contact naturally 

o Friendly introduction (“Hey, I came across your profile…”) 

o Response to a complaint (“We can help—DM us”) 

o Opportunity-based hook (“You’ve been shortlisted”, “You won”) 

5. Deliver the malicious action 

o Send a link to a phishing site 

o Ask for “verification” details 

o Redirect to a fake login or form 

6. Exploit trust and spread laterally 

o Use compromised accounts to message their friends or followers 

o Repeat the scam with increased credibility 
 

 Defender’s Role 

Social media phishing thrives on speed and familiarity. Defense requires slowing down and verifying context. 

Red Flags to Watch For 

• Messages that feel out of character for the sender 

• Links with no explanation or vague context 

• Requests to verify accounts, reset passwords, or submit personal details 

• Newly created profiles with: 

o Few posts 

o Low engagement 

o Recently changed usernames 
 

 Quick Practical Tip 

If a friend or contact sends a strange link, don’t click immediately. 

• Confirm with them using another channel (call, text, or in-person) 

• Check the sender’s profile for recent changes 

• Use the platform’s report or block features when something feels off 

On social media, familiarity is the bait—verification is your defense. 
 

 
 
8) Man-in-the-Middle (MitM) Phishing 

Definition 

Man-in-the-Middle (MitM) phishing is a sophisticated attack where the attacker secretly positions themselves between the 
victim and a legitimate service. Instead of simply stealing credentials via a fake page, the attacker relays real-time 
communication between the user and the genuine website—capturing logins, session cookies, and even multi-factor 
authentication (MFA) tokens as they are entered. 
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This makes MitM phishing particularly dangerous because it can bypass traditional protections, including one-time passwords 
(OTPs) and MFA. 
 

  Common Tactics Used in MitM Phishing 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
Attackers rely on traffic interception rather than obvious deception: 

• Reverse-proxy phishing sites that sit between the victim and the real service. 

• Fake login pages that forward credentials in real time to the legitimate website. 

• Session cookie theft, allowing attackers to hijack authenticated sessions. 

• Rogue Wi-Fi hotspots (e.g., “Free Airport WiFi”) that intercept traffic. 

• Links delivered via email, SMS, or social media, often appearing completely legitimate. 
 

  Examples (Realistic Scenarios) 

• Corporate email takeover 
An employee clicks a “document shared” link. The login page is real—but proxied. MFA is entered successfully, yet the 
attacker captures the session and accesses the mailbox. 
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• Cloud service compromise 
A fake “security alert” leads to a MitM page for a cloud dashboard. The attacker gains authenticated access and creates 
new API keys. 

• Public Wi-Fi interception 
A victim connects to a rogue café Wi-Fi hotspot. Traffic is intercepted and redirected to fake login prompts. 
 

 How Attackers Craft a MitM Phishing Attack — Step by Step 

1. Select a high-value target service 
Common targets include: 

o Email providers, Cloud dashboards, Corporate VPNs 

o Banking or payment platforms 

2. Set up a MitM infrastructure 

o Deploy a reverse proxy that mirrors the real website 

o Configure it to relay requests and responses transparently 

o Tools automate this process, requiring minimal web development skill 

3. Create a convincing lure 

o Send phishing emails, SMS, or DMs containing the MitM link 

o Use familiar scenarios (security alert, document access, login required) 

4. Intercept credentials in real time 

o Victim enters username and password 

o Proxy immediately forwards them to the real site 

o Login succeeds, reducing suspicion 

5. Capture MFA and session tokens 

o OTPs or push approvals are relayed live 

o Session cookies are stolen after authentication 

o Attacker gains full access without needing the password again 

6. Hijack and persist 

o Use stolen session cookies to log in 

o Change account settings or add backdoor access 

o Perform data theft, lateral movement, or financial fraud 
 

 Defender’s Role 

MitM phishing defeats users who rely solely on “I have MFA enabled”. Defense must be layered and modern. 

Red Flags to Watch For 

• Login pages that look correct but: 

o Ask you to authenticate again unexpectedly 

o Redirect multiple times before loading 

• Alerts or login requests that appear out of context 

• HTTPS alone is not a guarantee of safety 



 

Page 24 of 77 
 

• MFA prompts you didn’t initiate yourself 
 

 Quick Practical Tip 

Use phishing-resistant MFA (hardware security keys, FIDO2/WebAuthn) whenever possible. 

If you receive a login or MFA prompt you didn’t initiate: 

• Deny it 

• Change your password immediately 

• Review active sessions and sign out of all devices 

MitM phishing doesn’t break encryption—it abuses trust and timing. 
When authentication feels unexpected, assume interception until proven otherwise. 
 

 
 
9) Page Hijacking 

Definition 

Page hijacking is a phishing-related technique where attackers take control of, or maliciously alter, a legitimate webpage to 
redirect users to phishing content, inject credential-harvesting forms, or silently forward traffic elsewhere. 
Unlike classic phishing, page hijacking abuses real, trusted websites, which makes detection harder and user suspicion much 
lower. 

This technique is often used as a delivery mechanism for phishing rather than a standalone lure. 
 

  Common Tactics Used in Page Hijacking 
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Attackers typically rely on: 

• Compromised websites (outdated CMSs, plugins, or weak  
passwords) 

• Injected malicious JavaScript that: 

o Redirects visitors to phishing pages 

o Displays fake login popups 

• SEO poisoning, where hijacked pages rank high in search results 

• Conditional redirects (only redirecting users from mobile,  
specific countries, or search engines) 

• Invisible overlays that place fake login forms on top of  
real pages 

 
 

  Examples 

• Compromised blog redirect 
A trusted blog redirects visitors to a fake “account verification” page only when accessed from Google search results. 

• Injected login overlay 
A legitimate website suddenly displays a login popup asking users to “re-authenticate,” harvesting credentials. 

• SEO poisoning 
A hacked page ranks for searches like “download invoice template” but redirects to malware or phishing content. 

• Mobile-only hijack 
Desktop users see nothing unusual, while mobile visitors are redirected to a fake payment page. 
 

 How Attackers Craft a Page Hijacking Attack 

1. Identify a vulnerable website 
Attackers scan the internet for sites with: 

o Outdated WordPress/Joomla/Drupal installations 

o Vulnerable plugins or themes 

o Weak admin credentials 

Trusted sites (schools, blogs, small businesses) are especially attractive. 

2. Gain unauthorized access 
Common methods include: 

o Exploiting known vulnerabilities 

o Credential stuffing or brute force 

o Compromised FTP or hosting accounts 

3. Inject malicious code 
Attackers modify: 

o HTML templates, JavaScript files 

o .htaccess or server configuration 

The injected code is often small and obfuscated to avoid detection. 

4. Control when the attack triggers 
Hijacked pages may: 
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o Redirect only first-time visitors, Trigger only from search engines, Activate only on mobile devices 

This makes troubleshooting difficult for site owners. 

5. Deliver the phishing payload 
Victims are redirected to: 

o Fake login pages, Malware downloads, Tech support or payment scams 

6. Maintain persistence 
Attackers add: 

o Backdoors, Scheduled reinfections, Hidden admin accounts 

Even if one file is cleaned, the infection can return. 
 

 Defender’s Role 

Page hijacking is dangerous because users did nothing wrong—they visited a real site. Defense focuses on website hygiene and 
layered detection. 

Red Flags to Watch For 

• A trusted site suddenly redirects you elsewhere 

• Unexpected login prompts on sites that normally don’t require authentication 

• Pages behaving differently on mobile vs desktop 

• Browser warnings about compromised or deceptive sites 

• URLs changing briefly before redirecting 
 

 Quick Practical Tip 

If a trusted website behaves strangely: 

• Do not enter credentials 

• Close the page and revisit later 

• Report the issue to the site owner if possible 

• Use bookmarks instead of search results for sensitive logins 

For site owners: 

• Keep CMS, plugins, and themes updated 

• Use strong passwords and MFA 

• Monitor file changes and outbound redirects 

Page hijacking turns trust itself into a weapon—verify behavior, not just reputation. 
 

 
 Impact of Phishing Attacks 

Phishing attacks have wide-ranging and long-lasting consequences. While financial loss is the most visible impact, the real 
damage often extends much further—affecting operations, reputation, trust, privacy, and mental well-being. Both organizations 
and individuals can suffer serious harm, sometimes for years after a single successful phishing incident. 
 

1) Impact on Organizations 

Phishing can affect any organization, regardless of size or industry. Small businesses, hospitals, governments, and global 
enterprises are all frequent targets. 
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 Financial Losses 
 

 What happens 

• Direct theft of funds (especially through Business Email Compromise) 

• Costs for incident response, forensic investigations, and system recovery 

• Legal expenses, regulatory penalties, and compensation to affected users 
 

 What research shows (high-level) 

• Industry breach reports consistently show multi-million-dollar average breach costs, with phishing listed as one of the 
most common initial access vectors. 

• Global law-enforcement reporting shows billions in annual losses from phishing-driven fraud, especially BEC. 

  Real-world examples 

• Business Email Compromise (BEC) scams routinely trick finance teams into wiring money to attacker-controlled 
accounts. 

• Large organizations have faced major regulatory fines after breaches triggered by phishing, alongside remediation and 
legal costs. 
 

 Reputational Damage 
 

 What happens 

• Loss of customer trust and confidence 

• Long-term brand damage amplified by media coverage 

• Reduced partnerships and customer churn 

  Examples 

• Target (2013): A breach that began through compromised third-party credentials led to the theft of payment card 
data from tens of millions of customers, causing widespread backlash and reputational harm. 

• Colonial Pipeline (2021): Although not purely phishing-based, credential compromise played a role in a ransomware 
incident that disrupted fuel supply and damaged public trust. 

Reputation loss is often more damaging than the initial financial hit, because trust is slow to rebuild. 
 

 Operational Disruption 

What happens 

• Ransomware delivered via phishing can lock critical systems 

• Business operations grind to a halt during containment and recovery 

• Staff time is diverted from normal work to crisis response 

  Examples 

• NotPetya (2017) 
Initially spread through compromised software and phishing-like vectors, it caused massive global disruption and is 
estimated to have resulted in tens of billions of dollars in economic damage. 

• Hospitals and healthcare providers hit by phishing-delivered ransomware have been forced to delay surgeries and 
patient care, directly impacting human lives. 
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2) Impact on Individuals 

Phishing does not only harm companies. Individuals often suffer financial, personal, and emotional consequences, sometimes 
without the resources organizations have to recover. 
 

 Financial Fraud 
 

 What happens 

• Victims unknowingly hand over: 

o Credit card details, Bank credentials, Payment authorization codes 

• Accounts may be drained or abused before fraud is detected 

  Examples 

• Fake emails impersonating companies like Apple or Amazon asking users to “update billing details” have resulted in 
widespread consumer fraud. 

Recovery can take weeks or months, and some losses are never fully reimbursed. 
 

 Identity Theft 
 

 What happens 

• Personal data (name, address, ID documents, resumes) is reused for: 

o Opening fraudulent accounts, Applying for loans, Further scams under the victim’s identity 

  Examples 

• Job-related phishing scams on platforms like LinkedIn have harvested resumes and identity data, later reused for 
fraud and impersonation. 

Identity theft often causes long-term damage, including credit issues and legal complications. 
 

 Emotional and Psychological Effects 
 

 What happens 

• Victims commonly experience: 

o Stress and anxiety, Embarrassment or shame, Fear of ongoing exploitation 

  Examples 

• Elderly individuals are frequently targeted by phishing and vishing scams, sometimes losing savings and experiencing 
severe emotional distress. 

• Victims often become hesitant to use online services again, reducing digital confidence. 

These effects are real and often underestimated in technical discussions. 
 

  Real-World Phishing Incidents 
 

 IRS Phishing Incident (2016) 

A phishing campaign impersonating tax-related communications led to tens of thousands of taxpayer accounts being accessed. 
Attackers harvested sensitive personal data, including Social Security numbers, highlighting how phishing can directly impact 
citizens. 
 

 Twitter Spear Phishing Attack (2020) 
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Attackers used spear phishing against employees of Twitter to gain access to internal tools. High-profile accounts—including 
politicians and public figures—were hijacked to promote cryptocurrency scams, demonstrating the outsized impact of 
employee-level phishing. 
 

 Sony Pictures Incident (2014) 

A phishing email contributed to the compromise of internal systems at Sony Pictures, leading to leaked data, operational 
disruption, and reputational damage. 
 

 AI-Enhanced Phishing (2023–Present) 

Modern phishing campaigns increasingly use AI-generated content: 

• Highly personalized emails 

• Context-aware messages based on social media activity 

• Faster scaling with fewer grammatical or stylistic errors 

Security researchers consistently report that AI is raising the success rate of phishing by making messages more believable and 
harder to distinguish from legitimate communication. 
 

 Key Takeaway 

Phishing is not a “minor IT issue.” 
It is a business risk, personal safety risk, and psychological threat. 

• For organizations: phishing can trigger financial loss, downtime, and long-term reputational damage. 

• For individuals: it can lead to fraud, identity theft, and emotional harm. 

Understanding these impacts reinforces why prevention, detection, and user awareness are critical—not optional. 
 

 
 Breakdown: How Phishing Attacks Are Executed 

The Role of Social Engineering 

Phishing succeeds less because of technical sophistication and more because it exploits human psychology. Social engineering 
techniques are designed to bypass rational checks by triggering emotional responses—fear, urgency, trust, curiosity—so victims 
act before thinking critically. Even strong technical defenses can be undermined if a user is convinced to voluntarily click, reply, or 
share information. 

Below are the core social engineering techniques attackers rely on, with explanations of why they work and where they’ve been 
observed in real incidents. 

 

 

 

 

 

 

 

 

1) Urgency and Pressure Tactics 

 How it works 

Attackers create a false sense of emergency to push victims into acting quickly, before they can verify the request. 
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Typical phrases 

• “Immediate action required!” 

• “Your account has been compromised—secure it now!”  

• “Last chance to claim your reward!” 
 

 Why it works 

Urgency triggers stress and fear of missing out (FOMO). Under  
pressure, people rely on instinct instead of analysis, making them  
more likely to click links or open attachments. 
 

  Real-world context 

Urgency-based lures have been widely observed in major breaches. During the Target (2013) incident, attackers used phishing 
emails that pushed employees to act quickly, contributing to malware execution and a large-scale data compromise. 
 

2) Authority and Trust 

 How it works 

Phishers impersonate figures or organizations that victims are conditioned to trust—executives, banks, government agencies, or 
internal IT teams. 

  Common examples 

• Emails pretending to be from a CEO requesting urgent payments (CEO fraud) 

• Fake messages from banks or law enforcement demanding verification 
 

 Why it works 

People are psychologically inclined to comply with perceived authority. Questioning authority feels risky or inappropriate, 
especially in professional environments. 
 

  Real-world context 

In the Democratic National Committee (2016) breach, attackers impersonated Google security notifications to steal login 
credentials from targeted individuals, demonstrating how authority impersonation can bypass awareness. 
 

3) Fear and Alarm 

 How it works 

Fear-based phishing convinces victims they are already in danger—financial, legal, or personal—and must act immediately to 
avoid consequences. 

Typical phrases 

• “Your account has been frozen due to suspicious activity.” 

• “Your tax return is under investigation—resolve now!” 
 

 Why it works 

Fear narrows attention and suppresses skepticism. Victims focus on escaping the threat, not validating the message. 
 

  Real-world context 



 

Page 31 of 77 
 

Tax-related vishing and phishing campaigns impersonating the Internal Revenue Service have repeatedly used fear of audits or 
penalties to trick victims into paying fake taxes or sharing sensitive data. 
 

4) Curiosity 

 How it works 

Curiosity-based attacks entice victims with intriguing or emotionally charged prompts that encourage clicking. 

Typical phrases 

• “You’ve got a secret admirer!” 

• “Click here to see who viewed your profile.” 
 

 Why it works 

Humans have a strong drive to resolve uncertainty. Curiosity lowers caution, especially when the perceived risk seems low. 

Observed patterns 
Attackers frequently disguise phishing links as social media notifications or “unusual activity” alerts, redirecting victims to fake 
login pages that harvest credentials. 
 

5) Familiarity and Mimicry 

How it works 
Attackers closely imitate trusted brands, colleagues, or services to make messages feel routine and safe. 

Techniques used 

• Email spoofing (e.g., bankname-support.com instead of bankname.com) 

• Lookalike websites that clone real login pages 

• Familiar tone, logos, and formatting 

Why it works 
People trust what looks familiar. Subtle differences often go unnoticed, especially on mobile devices or during busy workdays. 

Real-world context 
The Twitter (2020) incident involved spear phishing where attackers impersonated internal employees, ultimately gaining access 
to administrative tools and high-profile accounts. 
 

6) Reciprocity 

How it works 
Phishers offer something of apparent value to create a sense of obligation—then ask for information in return. 

Typical examples 

• “You’ve won a gift card—confirm your details to claim it.” 

• “Free software license—verify your account.” 

Why it works 
Humans are socially conditioned to return favors. Once something positive is offered, victims may feel compelled to comply with 
follow-up requests. 

This technique is especially effective in giveaway scams and promotional fraud. 
 

7) Social Proof 

How it works 
Attackers imply that others have already taken the action, making it feel safe and normal. 

Typical phrases 
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• “Over 500 users have already updated their account.” 

• “John from your team just accepted this invitation.” 

Why it works 
When people believe an action is common, they perceive lower risk. Social proof reduces hesitation and increases compliance. 

This tactic is often combined with urgency to create a powerful psychological push. 
 

 Key Takeaway 

Phishing attacks don’t “hack computers”—they hack human behavior. 

By exploiting: 

• Urgency, Authority, Fear, Curiosity, Familiarity, Reciprocity, Social proof 

attackers routinely bypass technical controls and user awareness. 

Understanding these psychological levers is critical for: 

• Recognizing phishing attempts early 

• Designing effective security training 

• Building organizational defenses that assume humans will be targeted 

 

 
 Key Elements Used to Deceive Victims 

Phishing emails are deliberately engineered to look trustworthy and routine. Attackers carefully combine visual tricks, technical 
deception, and psychological manipulation to push recipients into clicking links, opening attachments, or sharing sensitive 
information. 
Understanding these elements is critical, because most phishing emails succeed not due to advanced malware—but because 
they look believable. 

Below are the core deceptive elements found in phishing emails, explained in detail. 
 

1) Spoofed Email Addresses 
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 What it is 

Phishing emails often use spoofed or look-alike sender addresses that closely resemble legitimate ones. At a glance, the email 
appears to come from a trusted source. 
 

 How it works 

Attackers register domains that look almost identical to real ones, using: 

• Similar spellings 

• Extra words 

• Replaced characters (homoglyph attacks) 
 

  Example: 

• support@micros0ft.com (zero instead of “o”) 

• security@paypal-support.com instead of @paypal.com 
 

 Why it works 

Most users do not carefully inspect sender addresses, especially on mobile devices where the full address may be hidden. 
Familiar brand names create instant trust. 

Common targets 

• PayPal, Microsoft, Apple 

• Banks, cloud services, and enterprise tools 
 

  Example 

A phishing email pretending to be from a bank may use: 
customer-support@secure-banking.com 
instead of the real domain: 
support@bank.com 

 

2) Fake Links (URL Spoofing) 

 

 

 

 

 

 

 

 
 

 

 What it is 

Phishing emails frequently contain links that appear legitimate but actually redirect users to malicious websites designed to 
steal credentials or deliver malware. 
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 How it works 

Attackers craft URLs that: 

• Contain brand names 

• Use misleading subdomains 

• Slightly alter spelling or top-level domains 
 

  Examples: 

• www.bank-secure.com 

• www.paypallogin.com (extra “l”) 

• login.paypal.verify-user[.]com 

The phishing page often perfectly clones the real website’s login screen. 
 

 Why it works 

Users tend to trust what they see, not what’s actually behind the link. Many people click without hovering or checking the full 
URL—especially on phones. 

Red flags 

• Mismatched domains 

• Strange TLDs (.xyz, .top, .click) 

• Misspellings or extra words 

• Shortened URLs that hide the destination 
 

  Example 

An email claiming to be from PayPal directs users to: 
www.paypallogin.com 
which visually resembles the real PayPal site but steals credentials. 

 

3) Malicious Attachments 

 

 

 

 

 

 

 

 

 
 
 

 What it is 

Phishing emails often include attachments containing malware,  
disguised as legitimate documents. 
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 How it works 

Attackers attach files that appear harmless: 

• Invoices, Shipping notices, Tax documents, Reports or resumes 

Common formats: 

• PDF 

• Word / Excel documents (often with macros) 

• ZIP or RAR archives 

When opened, these files may: 

• Install malware or ransomware 

• Open a hidden malicious script 

• Download additional payloads from the internet 
 

 Why it works 

People regularly receive attachments at work and home. Familiar filenames lower suspicion, especially when paired with 
urgency. 

Red flags 

• Unexpected attachments 

• Vague email content (“Please see attached”) 

• Requests to enable macros 

• Compressed files with no clear reason 
 

  Example 

A fake shipping email includes an attachment named: 
Tracking_Details.zip 
Opening it installs ransomware on the victim’s system. 
 

  Real-World Phishing Email Examples 
 

 Google Docs Phishing Attack (2017) 

Attackers sent emails that appeared to be legitimate Google Docs sharing invitations. The message looked like it came from 
someone the victim knew. Clicking the link led to a fake authorization page that granted attackers access to victims’ accounts at 
Google scale. 
 

 Why it succeeded 

• Trusted sender appearance, Familiar Google interface, Minimal suspicion 
 

 Sony PlayStation Phishing Scam (2021) 

Cybercriminals impersonated Sony PlayStation support, sending emails that linked to fake login pages. Victims unknowingly 
entered their credentials, which were immediately stolen and reused. 
 

 Why it succeeded 

• Brand impersonation, Account-security theme, Convincing visual design 
 



 

Page 36 of 77 
 

 Key Takeaway 

Phishing emails rely on three core deception pillars: 

1. Spoofed identities (fake senders) 

2. Fake destinations (malicious links) 

3. Hidden payloads (malicious attachments) 

When combined with urgency, fear, or trust, these elements can deceive even cautious users. 

Recognizing these signs early is one of the most effective defenses against phishing—often stopping an attack before any 
technical security tool is even needed. 
 

 
 How Malicious Infrastructure Stays Online (Technical Tricks) 

If phishing sites are illegal, why aren’t they removed instantly? 
Attackers rely on evasion techniques designed to slow investigations and takedowns. 
 

A)        Fast-Flux Phishing Infrastructure technique 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A) Diagram Explanation: How Fast-Flux Phishing Infrastructure Works 

This picture illustrates a Fast Flux phishing setup, a technique attackers use to keep malicious websites online even when 
defenders try to block them. 

Think of it as a constantly moving scam website. 

Simple flow:  

Victim [Left Side] → botnet node (proxy) [Middle Side] → real attacker backend (C2) [Right Side] → botnet node 
[Middle Side] → victim [Left Side] 

Relay / proxy: a middle machine that forwards traffic between the victim and the real attacker server to hide the attacker. 

Botnet: a network of infected devices remotely controlled by an attacker, used to relay traffic, host phishing pages, or perform 
attacks. 
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C2 (Command and Control): the attacker’s hidden server that controls the botnet, stores stolen data, and manages phishing 
pages. 

Node: a single device or machine within a network (in a botnet, one infected computer acting as part of the attack). 
 

1.  Victim Starts with a Normal DNS Lookup (Left Side) 

DNS lookup: the process of translating a domain name (like badguy.biz) into an IP address so a computer knows where to 
connect. 

On the far left, you see normal user computers inside a company or home network. 

When a user clicks a phishing link (for example: badguy.biz), their computer asks: 

“What IP address does this website live on?” 

This question is sent to a Caching / Forwarding DNS Server (usually run by an ISP or corporate network). 

The caching / forwarding DNS server: 

• Does not know the answer (website’s ip) yet (or its cache expired) 

• So it asks the authoritative DNS servers for badguy.biz 

Those authoritative servers are controlled by the attacker. 
 

2. Low TTL: The Key Trick That Enables Fast Flux 

Important detail shown in the diagram 
Each DNS response has a very low TTL (Time To Live) — sometimes only a few minutes. 

That means: 

Step A: Attacker replies with ONE IP + very low TTL 

• At 7:03 am, attacker’s DNS server replies: 

badguy.biz → x.x.x.x 

TTL = 3 minutes 

Meaning: 

• “Use IP(answer) x.x.x.x” 

• “But forget this answer after 3 minutes” 

The DNS server caches it temporarily and gives it to the victim. 

➡️ Victim connects to x.x.x.x and sees the phishing website. 
 

Step B: TTL expires → DNS must ask again 

• At 7:06–7:07 am, the TTL expires. 

The DNS server is forced to ask again: 

“What is the IP for badguy.biz now?” 
 

Step C: Attacker gives a DIFFERENT IP 

This time the attacker replies: 

badguy.biz → y.y.y.y 

TTL = 3 minutes 

Now: 
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• New victims go to y.y.y.y 

• Old IP x.x.x.x may disappear or be shut down 
 

Step D: This keeps repeating 

• At 7:12 am: 

badguy.biz → z.z.z.z 

And so on… 

That’s why:  

To the victim, it looks like the same website. To defenders, the IP keeps changing. 
 

 Why it looks “normal” to victims 

From the victim’s perspective: 

• The domain name never changes  

badguy.biz → x.x.x.x → y.y.y.y → z.z.z.z 

• The website looks the same 

• Login pages, logos, content are identical 

They never see the IP address.  
 

 Why defenders hate this 

Defenders try to block malicious sites by: 

• Blocking IP addresses 

• Taking down hosting servers 

Fast flux defeats this because: 

• IPs change every few minutes 

• By the time one IP is blocked, it’s no longer used 

• Hundreds or thousands of IPs may rotate 
 

3.  The “Fast Flux Botnet” Layer (Middle Cloud) 

In the middle of the diagram, inside a dotted circle, is the Fast Flux botnet infrastructure. 

These are: 

• Infected home PCs 

• Compromised servers 

• Hijacked IoT devices 

Each one: 

• Temporarily hosts the phishing site or 

• Acts as a relay / proxy 

These machines are disposable. If one goes offline, DNS simply points to another one minutes later. 
 

4. Redirected Requests and Malicious Responses 
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Notice the arrows labeled: 

• “redirected request” 

• “malicious response” 

What’s happening: 

1. Victim connects to a botnet node (because DNS told them to) 

2. That node forwards the request to the real attacker backend server(C2) 

3. The phishing page or stolen data comes back through the botnet node 

This hides: 

• The real phishing server 

• The real command center 

• The attacker’s true location 
 

5.     The Real Brain: Command & Control (Right Side) 

On the far right, you see the Botnet Command and Control (C2) infrastructure. 

This is where attackers: 

• Store stolen usernames and passwords 

• Control phishing pages 

• Rotate content and links 

• Send instructions to botnet nodes 

Victims never directly connect to this server. Only infected machines do. This separation makes takedowns much harder. 
 

6.     Why Simple IP Blocking Fails (Firewall Section) 

At the bottom left, the diagram shows a corporate firewall blocking by IP address. 

This fails because: 

• IPs change every few minutes 

• Blocking one IP does nothing 

• New IPs appear automatically 

Defenders are always reacting after the damage is done. 

 
7.     Why This Technique Is So Effective for Phishing 

Fast Flux gives attackers: 

• High availability, Automatic resilience, Easy replacement of dead nodes, Protection of the real backend servers 

Even if: 

• A hosting provider removes one server 

• Law enforcement seizes a machine 

• Security teams block IPs 

The phishing campaign keeps running. 
 

 Key Takeaway (Summary Box) 
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In simple terms: 

Fast Flux is like a scam shop that changes its street address every few minutes, using stolen houses as temporary fronts (house 
locations), while the real owner hides safely elsewhere. 

This is why modern defense focuses on: 

• Domain reputation, DNS behavior analysis, Short TTL detection 

• Sinkholing domains 

Sinkholing: redirecting traffic from a malicious domain to a safe, defender-controlled server to block attacks and observe 
infected systems. 

• Email and URL filtering instead of IP blocking 

 
 
B) Bypass MFA Using a Proxy Server 

 

 

 

 
 

 

 
 

 

 

 

 

 

 
 
 

 

B) Diagram Explanation: How Phishing Can Bypass MFA Using a Proxy Server 

This diagram shows a modern phishing attack where attackers bypass Multi-Factor Authentication (MFA) by acting as a 
middleman between the victim and the real website. 
This technique is often called adversary-in-the-middle (AiTM) phishing. 

The key idea: The attacker never breaks MFA — they steal the authenticated session instead. 
 

1.    Victim receives a phishing email 

The attack starts with a phishing email that looks legitimate (for example, a login alert or security warning). 

• The email contains a malicious link 

• The link looks like a real service (bank, email provider, company portal) 

The victim clicks the link. 
 

2.    Victim enters credentials into the phishing site 
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The link opens a fake login page hosted on a phishing server. 

• The page looks identical to the real website 

• The victim enters their username and password 

• These credentials go directly to the attacker’s phishing server 

At this point, the attacker already has the password. 
 
 

3.    Phishing server connects to the real service 

Instead of stopping there, the phishing server now: 

• Uses the stolen credentials 

• Logs in to the legitimate service on behalf of the victim 

The real service responds normally and says: 

“Please complete MFA.” 
 

4.    Victim completes the MFA challenge 

The phishing server forwards the MFA request (OTP, push notification, or approval prompt) back to the victim. 

• The victim believes they are logging into the real site 

• They enter the OTP or approve the MFA request 

• MFA succeeds legitimately 

⚠️ This is the most dangerous part — the user does everything “right”. 
 

5.    Phishing server captures the authentication token 

After successful MFA, the legitimate service issues an authentication token / session cookie. 

• This token proves the user is logged in 

• The phishing server receives and stores it 

• The attacker now has a fully authenticated session 

No password or MFA is needed anymore. 
 

6.    Threat actor collects the stolen session 

The attacker retrieves the captured authentication cookie from the phishing server. 

This cookie is more powerful than: 

• Username, Password, MFA code 

It represents an already logged-in session. 
 

7.    Attacker accesses the real account 

The attacker imports the stolen cookie into their own browser or tool. 

the attacker: 

• Makes requests to the real website 

• Includes the same session cookie value 

To the website: 
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• The cookie matches an active session 

• So it assumes: 

“This is the same logged-in user” 

No password, No MFA, No warning. 
 

Result: 

• Instant login to the legitimate service 

• No MFA prompt 

• Full access to the victim’s account 

From the system’s point of view: 

“This looks like the same authenticated user.” 
 

 Why This Attack Is So Dangerous 

• MFA is not broken 

• Credentials are not brute-forced 

• Login looks completely legitimate 

• The session is stolen after MFA succeeds 

This is why: 

• SMS OTP, Authenticator apps, Push approvals 

do not stop proxy-based phishing attacks by themselves 
 

 Summary 

In this attack, the phishing website sits between the victim and the real service. 
It forwards login and MFA messages in real time and steals the login session after authentication succeeds. 
 

 Defensive Takeaway 

This is why modern defenses rely on: 

• Phishing-resistant MFA (FIDO2 / hardware keys) 

• Domain-bound session cookies 

• Conditional access and device checks 

• User training to detect real-looking phishing pages 

 
 
C) Proxy-Based Phishing 
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C) Diagram Explanation: Proxy-Based Phishing Using a Decoy Page 

This diagram shows a proxy-based phishing attack, where attackers trick the victim’s browser into sending all web traffic through 
an attacker-controlled public proxy server. 
The proxy silently delivers phishing content while hiding the real phishing infrastructure. 
 

1.    Victim opens a decoy phishing page 

The attack begins when the victim opens a decoy phishing page. 

• This page may arrive via email, SMS, or a malicious link 

• It looks harmless or routine (for example, “secure login” or “access portal”) 

• At this stage, nothing looks suspicious 

The decoy page’s main purpose is not to steal credentials yet. 
 

2.    Decoy page returns a script to configure a proxy 

Instead of showing a normal website, the decoy page sends back a script. 

This script: 

• Automatically configures the victim’s browser 

• Forces it to use a public proxy server controlled by the attacker 

• May run silently in the background 

    The victim usually does not notice this change. 
 

3.    Victim’s browser is now configured to use the proxy 

Once the script runs: 

• All web requests from the victim’s browser are routed through the public proxy server 

• The attacker now sits in the middle of the victim’s web traffic 

At this point, the attacker has traffic visibility and control. 
 

4.    Proxy server requests phishing servers 

When the victim browses: 

• Requests do not go directly to websites 

• They first go to the public proxy server 

The proxy then: 

• Requests content from the attacker’s phishing web servers 

• Acts as a middleman 

This hides the real phishing infrastructure from the victim. 
 

5.    Proxy receives phishing content 

The phishing web server: 

• Sends fake login pages or malicious content 

• These pages look identical to legitimate services 
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The proxy server receives this content and prepares it for delivery. 
 

6.    Victim receives phishing content from the proxy 

Finally: 

• The proxy forwards the phishing page to the victim’s browser 

• The victim sees a realistic login page 

• Credentials entered by the victim pass through the proxy 

From the victim’s perspective: “Everything looks normal.” 

From the attacker’s perspective:   “I control the traffic.” 
 

 Why Attackers Use This Method 

This setup allows attackers to: 

• Hide real phishing servers 

• Rotate infrastructure easily 

• Evade domain and IP blocking 

• Perform man-in-the-middle attacks 

• Capture credentials, cookies, or session data 

It also makes investigation harder because: 

• The victim never contacts the phishing server directly 

• Logs point to the proxy, not the attacker’s backend 
 

 Summary 

In this attack, the victim is tricked into using an attacker-controlled proxy. 
The proxy fetches phishing pages from hidden servers and delivers them to the victim, making the attack stealthy and hard to 
block. 
 

 Defensive Insight  

This is why defenders monitor for: 

• Unexpected proxy configuration changes 

• Browser scripts modifying network settings 

• Traffic rerouted through unknown proxy servers 

Certificate and session anomalies 

 
 
D) DNS Tunneling 
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D) Diagram Explanation: Malware Command-and-Control Using DNS (DNS Tunneling) 

This picture explains how malware communicates with its controller using DNS, a technique commonly called DNS-based 
Command and Control (C2) or DNS tunneling. 

The key idea is simple: 

Attackers hide malicious communication inside normal-looking DNS requests, because DNS traffic is almost always allowed 
through firewalls. 
 

1.    The Attacker (Top Left) 

At the top left, you see the attacker (represented as a cartoon figure). 

This person: 

• Controls the malware, Sends instructions remotely, Does not talk directly to the infected computer 

Instead, they rely on a Command & Control (C2) server. 
 

2.    Command & Control Server + Authoritative DNS Server (Top Right) 

On the right side are two important things: 

 Command & Control (C2) Server 

This is the attacker’s backend system that: 

• Stores commands (e.g., steal files, wait, upload data) 

• Receives stolen information 

 Authoritative DNS Server for evil.com 

This DNS server: 

• Answers DNS queries for attacker-controlled domains 

• Is intentionally malicious 

• Encodes commands or data inside DNS responses (TXT records) 

This DNS server is the bridge between the malware and the attacker. 
 

3.    Infected Victim Machine (“Minion”) – Bottom Right 

Minion: an infected, attacker-controlled machine that follows commands from the C2 server (i.e., a single bot/node within a 
botnet). 

At the bottom right is the infected computer (the attacker calls it a “minion”). 

This machine: 

• Is already compromised by malware 

• Periodically asks: 

“Do you have anything for me to do?” 

You can see this in the speech bubble: 

“Have anything for me to do? <wait 600 seconds>” 

This shows beaconing — the malware regularly checks in for instructions. 

Beaconing: when malware periodically contacts its command-and-control (C2) server to check for instructions or report status. 
 

4.    Malware Uses DNS Instead of Direct Connections 
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Instead of contacting the C2 server directly (which might be blocked): 

The malware sends a DNS query, such as: 

What’s the TXT record for: 

TXT record: a DNS record type used to store arbitrary text (any text the creator chooses), which attackers abuse to send data or 
receive commands via DNS. 

202020202020202020203133830.evil.com? 

This long, strange domain name is not random. 

It often contains: 

• Encoded system information 

• Encoded stolen data 

• A request for instructions 
 

5.     DNS Request Passes Through Firewalls (Middle) 

Notice the firewall icon in the middle. 

This is critical. 

• Firewalls often block suspicious outbound connections 

• But DNS is almost always allowed 

• So the DNS request passes through safely 

To the network: 

“This looks like normal DNS traffic.” 

To the attacker: 

“This is my control channel.” 
 

6.    Authoritative DNS Server Sends Back Instructions 

The attacker’s DNS server responds with a TXT record. 

Inside that TXT record might be: 

• Commands (e.g., “steal documents”) 

• Sleep instructions (e.g., “wait 10 minutes”) 

• Encryption keys 

• Upload destinations 

The malware reads the response and follows the instructions. 
 

7.    Why This Technique Is Powerful 

Attackers use DNS-based C2 because: 

• DNS traffic is trusted 

• It works even behind strict firewalls 

• No direct malware-to-server connection is needed 

• It blends into normal network noise 
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This makes detection much harder than traditional C2 traffic. 
 

 Summary 

In this attack, malware communicates with its controller by hiding commands and data inside DNS queries and responses. 
Because DNS is usually allowed through firewalls, attackers can control infected systems without making suspicious connections. 

This diagram is important because it shows a real-world technique used by advanced malware, not a theoretical idea. 
Understanding it helps explain why DNS monitoring is critical, even though DNS looks harmless. 
 

 Defensive Insight 

Security teams detect this by watching for: 

• Unusually long domain names 

• Excessive DNS TXT queries 

• Regular “beaconing” intervals 

• DNS requests to newly registered or rare domains 
 

  Shortly:  

1. Fast Flux (Moving Target Technique) 

Fast Flux is a DNS technique where a malicious domain rapidly changes its IP addresses. 

• The phishing domain may point to dozens or hundreds of IPs 

• IPs rotate every few minutes or hours 

• Servers are often spread across multiple countries 
 

 Why it works: 

By the time investigators trace one server, the domain has already moved elsewhere. This delays takedowns and attribution. 
 

2. Reverse Proxies (“Meat Shield” Technique) 

Attackers frequently hide their real servers behind compromised but legitimate systems. 

 What the victim sees: A normal website hosted on a university, small business, or cloud server 
 

 What actually happens: The visible server silently forwards traffic to the attacker’s hidden backend server. 

• Front server = decoy 

Decoy: a fake front server used to distract victims/defenders while the real malicious activity runs elsewhere. 

• Backend server = real phishing operation 

• If the decoy is seized, investigators find only forwarding rules 

This technique is especially common in credential-harvesting phishing. 
 

3. Abuse of Legitimate Cloud Services 

Attackers often deploy phishing pages on: 

• Free tiers of cloud providers 

• Trial accounts 

• Compromised developer accounts 
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These platforms are trusted and widely used, which helps phishing links bypass basic filters—until detected and removed. 
 

 
 How to Identify Suspicious Websites and Networks 

Even when attackers hide well, defenders and users can still uncover phishing by following structured checks. 
 

1. Check Domain Age (WHOIS Lookup) 

Phishing sites usually have very short lifespans. 

• Created today 

• Used for scams 

• Abandoned or taken down within days 

Tools: 

• DomainTools 

• WHOIS 
 

 Red Flag: 

If a “bank” or “social media” site was registered days or weeks ago, it is almost certainly fake. 
Legitimate companies typically have domains registered 10–20+ years ago. 
 

2. Check Website Reputation 

Security vendors track known malicious domains globally. 

Tool: 

• VirusTotal 
 

 How to use it: 

• Paste the suspicious URL into the URL tab 

• It scans against 70–80 security engines 
 

 Important rule: 

Even 1–2 phishing detections are enough to treat the site as dangerous. 
 

3. Identify the Hosting Provider 

Knowing where a site is hosted often reveals intent. 

Tools: 

• Check-Host 

• HostingChecker 
 

 What to look for: 

• Common / mainstream hosts: 
Google Cloud, Amazon AWS, Cloudflare, GoDaddy 
(Attackers use these too—but they are usually removed quickly.) 

• High-risk signals: 
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o Unknown hosting companies 

o Repeated abuse reports 

o Jurisdictions with weak cyber enforcement 

o No public abuse contact 

   These factors don’t prove guilt alone—but combined, they strongly indicate risk. 
 

  Practical Example 

You receive an email claiming to be from Facebook, asking you to “secure your account.” 

The link is: facebook-secure-login.xyz 

Step-by-step analysis: 

1. WHOIS Check 

o Domain created yesterday 

o Real Facebook domain dates back to 2004 

2. VirusTotal Scan 

o 5 security vendors flag it as Phishing 

3. Hosting Lookup 

o Hosted on an unknown provider in a high-risk region 

o No abuse contact listed 

Conclusion 

This is 100% a phishing site designed to steal credentials. 
 

 Key Takeaway 

Attackers don’t rely on a single trick. 
They combine privacy abuse, technical evasion, and social engineering to keep phishing campaigns alive. 

Defenders win by: 

• Checking domain age 

• Verifying reputation 

• Understanding hosting behavior 

Never trusting urgency alone 
 

 
 Common Signs of Phishing Messages (Email, SMS, and Voice) 

Phishing attempts often share repeatable warning signs. Learning to recognize these red flags—across email, text messages, and 
phone calls—can stop an attack before any damage occurs. Below is a clear, beginner-friendly breakdown of what to watch for 
and why these signs matter. 
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1)    Common Signs of Phishing Emails 

a) Suspicious or Unfamiliar Sender Addresses 
 

 What to look for 

Phishing emails often come from addresses that look legitimate at first glance but contain subtle changes in spelling or domain 
structure. 
 

 How attackers do it 

• Look-alike domains 

• Extra words (e.g., “support”, “secure”) 

• Replaced characters (zero instead of “o”) 
 

  Example 

• Fake: support@bank-secure.com 

• Real: support@bank.com 

• Fake: support@micros0ft.com 

• Real: @microsoft.com 
 

 Why it works 

Most people focus on the display name, not the full email address—especially on mobile devices. 
 

b) Generic Greetings 

What to look for 
Messages that avoid using your real name. 

Common phrases 

• “Dear Customer” 

• “Dear User” 

• “Dear Sir/Madam” 
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 Why it matters 

Legitimate companies you have accounts with usually address you by name or username. Generic greetings indicate the email 
was sent to many recipients at once. 

  Example 

• Phishing: “Dear Customer, please verify your account.” 

• Legitimate: “Hi John, we noticed a login from a new device.” 
 

c) Urgent or Threatening Language 
 

 What to look for 

Messages that pressure you to act immediately or face consequences. 

Typical phrases 

• “Immediate action required!” 

• “Your account will be suspended in 24 hours.” 

• “Failure to respond will result in permanent closure.” 
 

 Why it works 

Urgency short-circuits rational thinking. Attackers rely on panic and fear to stop you from verifying the request. 
 

d) Unusual Links or Attachments 
 

 What to look for 

• Links that don’t match the sender’s domain 

• Unexpected attachments 

• Requests to enable macros or download ZIP files 
 

 How to check 

• Hover over links (on desktop) 

• Long-press links (on mobile) to preview the URL 
 

  Example 

An email claims to be from PayPal, but the link points to: 
www.paypal-login-secure.com (fake) 
 

e) Spelling and Grammar Errors 
 

 What to look for 

• Misspelled words 

• Awkward sentence structure 

• Poor punctuation 
 

  Example 

• “Your accout has been suspened” 
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• “Please clik on the link below” 
 

 Why it matters 

Professional organizations proofread their communications. While modern scams may be well-written, errors still remain a 
common indicator, especially in low-effort attacks. 
 

 

2)    Red Flags in SMS (Smishing) and Voice (Vishing) 

Phishing is not limited to email. Attackers increasingly use SMS and phone calls because these channels feel more personal and 
urgent. 
 

 SMS Phishing (Smishing) 
 

a) Unexpected Messages 
 

 What to look for 

• Messages you didn’t expect 

• Claims from banks, delivery services, or government agencies 

  Example 

“Your package delivery is delayed. Click here to update your preferences.” 
 

b) Urgency and Fear 
 

 What to look for 

• “Account compromised” 

• “Action required immediately” 

• “Verify now to avoid suspension” 
 

 Why it works 

Text messages feel urgent by nature. Attackers exploit that immediacy. 
 

c) Suspicious Links 

What to look for 

• Shortened URLs 

• Links that don’t clearly match the sender 

• Redirects after tapping 
 

  Example 

A banking alert link that opens a fake mobile login page asking for credentials. 
 

 

3)    Voice Phishing (Vishing) 

a) Impersonation of Trusted Institutions 
 

 What to look for 



 

Page 53 of 77 
 

• Callers claiming to be from banks, tax authorities, or tech support 

• Caller ID that appears legitimate (often spoofed) 
 

  Example 

A caller claiming to be from the Internal Revenue Service threatening legal action unless immediate payment is made. 
 

b) Pressure and Intimidation 
 

 What to look for 

• Demands for secrecy 

• Threats of arrest, fines, or service termination 

• Requests for immediate payment or codes 
 

  Example 

A fake tech-support caller demands remote access to “fix” a problem or threatens to disable your device. 
 

 Key Takeaway 

Across email, SMS, and phone calls, phishing relies on the same patterns: 

• Imitation (trusted names and brands) 

• Urgency (act now or lose access) 

• Fear or authority (legal, financial, security threats) 

• Convenience (links, attachments, quick actions) 

If a message: 

• Pressures you to act fast 

• Asks for sensitive information 

• Feels slightly “off” 

Pause. Verify. Don’t click. 
 

 Quick Safety Rule 

Legitimate organizations do not: 

• Ask for passwords or OTPs by email, SMS, or phone 

• Threaten immediate consequences 

• Demand secrecy 

When in doubt, contact the organization directly using an official website or app, not the message you received. 
 

 
 Phishing Email Checklist: How to Spot Red Flags 

Phishing emails are designed to look routine, professional, and convincing, but they almost always leave behind warning signs. 
Using a checklist helps you slow down and evaluate messages systematically, instead of reacting emotionally. This section can 
be used as a practical, repeatable inspection guide for emails, SMS, and even voice-based scams. 
 

1)     Check the Sender’s Email Address 
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 What to inspect 

• The actual sender address, not just the display name 

• The domain spelling and structure 

Common tricks 

• Look-alike domains 

o support@micros0ft.com (zero instead of “o”) 

o alerts@paypal-secure.com instead of @paypal.com 

• Extra words like secure, verify, support, or login 
 

 Why this matters 

Attackers rely on the fact that most users don’t read sender addresses carefully, especially on mobile devices. 

Action step 

Hover over the sender name (or tap to expand details on mobile) and read the full email address. 
If the domain feels even slightly off, treat the message as suspicious. 
 

2)     Look for Generic Greetings 

 What to look for 

• Impersonal greetings such as: 

o “Dear Customer” 

o “Dear User” 

o “Dear Sir/Madam” 
 

 Why this matters 

Legitimate companies you have accounts with usually address you by name. Generic greetings often indicate mass-sent phishing 
emails. 

Action step 

Ask yourself: Does this company normally know my name? 
If yes, and the email doesn’t use it, that’s a red flag. 
 

3)     Examine the Language and Tone 

a) Urgency and threats 

Phishing emails commonly include phrases like: 

• “Immediate action required” 

• “Your account has been compromised” 

• “Failure to respond will result in suspension” 

b) Language quality 

• Spelling mistakes 

• Awkward grammar 

• Unnatural phrasing 

 Why this matters 
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Urgency is meant to override caution, while poor language often indicates rushed or automated scam campaigns. 

Action step 

Pause and assess whether the tone matches how the real organization usually communicates. 
If the message tries to scare you into acting fast, verify independently. 
 

4)     Hover Over Links and Inspect URLs 

What attackers do 

• Display a legitimate-looking link text 

• Redirect to a malicious domain underneath 
 

  Example 

Text shows: www.paypal.com 
Actual link points to: www.paypalsecure-login.com 
 

 Why this matters 

Many phishing sites are pixel-perfect copies of real login pages. 

Action step 

• Hover over links on desktop 

• Press and hold links on mobile to preview the URL 
Only trust links that clearly match the official domain of the organization (e.g., PayPal). 
 

5)     Be Careful with Attachments 

High-risk attachment types 

• .exe, .js 

• .zip, .rar 

• Office documents requesting macros 

• Unexpected PDFs 
 

 Why this matters 

Attachments are a common delivery method for malware and ransomware, often disguised as invoices or reports. 

Action step 

Never open unexpected attachments. 
If the message claims to be from someone you know, confirm through another channel before opening the file. 
 

6)     Verify the Message’s Authenticity 

Classic phishing signs 

• “You’ve won a prize” 

• Refunds or rewards you didn’t request 

• Requests for passwords, OTPs, or financial details 
 

 Why this matters 

Legitimate organizations do not ask for sensitive information by email, SMS, or phone. 

http://www.paypalsecure-login.com/
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Action step 

Navigate to the organization’s website manually or use their official app—never the link in the message. 
 

7)     Look for Inconsistent or Suspicious Formatting 

 What to notice 

• Strange fonts or colors 

• Broken images or logos 

• Poor layout or alignment 

Missing details 

• No official contact information 

• No physical address or support reference 

Action step 

Professional organizations invest in consistent branding. 
Sloppy formatting is often a sign of phishing. 
 

8)     Inspect Email Signatures and Contact Details 

Common tricks 

• Fake support phone numbers 

• Links that don’t match the company’s official site 

• Spoofed social media icons 

Action step 

Compare contact details with those listed on the company’s official website. 
If they don’t match, don’t trust the email. 
 

9)     Use Security Tools and Built-In Warnings 

Helpful defenses 

• Built-in phishing detection in services like Gmail and Outlook 

• Browser warnings for deceptive sites 

• Endpoint and email security tools 

Action step 

If your email provider flags a message as suspicious, take it seriously. 
Report phishing emails instead of ignoring or deleting them. 
 

 Checklist Summary 

Before acting on any message, ask yourself: 

• Do I trust the sender’s real address? 

• Is the greeting personalized? 

• Is the message trying to rush or scare me? 

• Do links and attachments make sense? 

• Am I being asked for sensitive information? 
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If any answer feels wrong, stop and verify. 
 

 Final Takeaway 

Phishing succeeds when people react instead of inspect. 
This checklist turns phishing detection into a repeatable habit, not a guessing game. 

When in doubt: 

• Don’t click 

• Don’t reply 

• Verify independently 

Prevention starts with pause + inspection, not speed. 
 

 
 Spam Filters, Antivirus Software, and Firewalls 

The First Line of Defense Against Phishing 

Before a phishing message ever reaches a user—or before a malicious file can run—security controls work quietly in the 
background to block, scan, and contain threats. Spam filters, antivirus software, and firewalls form a layered defense that 
significantly reduces risk when properly configured and kept up to date. 

1)     Spam Filters 

 What they do 

Spam filters automatically analyze incoming emails and block or quarantine messages that look suspicious or malicious. Their 
goal is to stop phishing emails before users ever see them. 

 

 

 

 

 

 

 

 How they work 

Modern spam filters use a combination of: 

• Known malicious sender reputation 

• Suspicious keywords and phrasing 

• URL analysis and domain reputation 

• Header and authentication checks (SPF, DKIM, DMARC) 

• Machine-learning models trained on past phishing campaigns 
 

 Why they matter 

Most phishing emails are mass-sent. Spam filters can block millions of identical or near-identical messages at scale, dramatically 
reducing exposure. 
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  Example 

• Gmail automatically flags suspicious emails and routes them to the Spam folder, where they can’t easily harm users 
unless manually opened. 
 

 Limitation 

Spam filters are very effective against known patterns but less reliable against highly targeted spear phishing, especially 
messages sent from compromised legitimate accounts. 

 

2)     Antivirus Software 

 What it does 

Antivirus software detects and blocks malicious files and behaviors, including malware commonly delivered through phishing 
emails—such as keyloggers, trojans, ransomware, and spyware. 
 

 How it works 

Modern antivirus tools provide: 

• Real-time scanning of email attachments and downloads 

• URL inspection to block known malicious sites 

• Behavioral detection (identifying suspicious actions, not just known signatures) 

• Automatic quarantine of infected files 

 

 Why it matters 

Even if a phishing email bypasses spam filters, antivirus software can stop the payload before it executes on the system. 

  Examples 

• Norton 

• McAfee 

These tools can scan email attachments and links, warning users or blocking access when malicious content is detected. 
 

 Limitation 

Antivirus tools may not stop: 

• Credential theft via fake login pages 

• Brand-new (“zero-day”) malware that hasn’t been identified yet 

 

3)     Firewalls 

 What they do 

Firewalls act as a gatekeeper between your device or network and the internet, controlling which connections are allowed in or 
out. 
 

 How they work 

Firewalls: 

• Block unauthorized inbound traffic 

• Restrict outbound connections to known-safe destinations 
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• Prevent attackers from exploiting open ports or weak services 

• Limit damage if malware tries to “call home” to an attacker server 
 

 Why they matter 

Many phishing attacks don’t stop at stealing credentials—they try to: 

• Download additional malware 

• Communicate with command-and-control servers 

• Move laterally inside a network 

Firewalls can interrupt these steps, reducing impact even after an initial mistake. 
 

  Example 

A properly configured firewall can block: 

• Malware attempting to connect to known malicious IP addresses 

• Exploitation attempts against exposed services 

• Suspicious outbound traffic patterns from infected systems 
 

 Limitation 

Firewalls cannot prevent a user from voluntarily entering credentials into a phishing website. 
 

 How These Tools Work Together (Layered Defense) 

Tool Primary Role What It Stops Best 

Spam Filters Block bad emails early Mass phishing, known scams 

Antivirus Stop malicious files Malware, ransomware 

Firewalls Control network traffic Exploitation, data exfiltration 

 
No single tool is enough on its own. Phishing defense works best when these layers overlap, so if one fails, another can still 
reduce damage. 
 

 Key Takeaway 

Spam filters, antivirus software, and firewalls are essential—but they are preventive controls, not guarantees. 

• Spam filters reduce exposure 

• Antivirus software blocks malicious payloads 

• Firewalls limit network-level damage 

However, phishing ultimately targets human behavior, which is why technical defenses must be combined with user awareness, 
verification habits, and security policies. 

Technology buys time. 
Awareness prevents compromise. 
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  Diagram Explanation: Centralized Traffic Inspection in AWS Using Transit Gateway 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 

This picture shows a secure AWS network design where all traffic is forced through a central firewall before it is allowed to 
reach the internet, other VPCs, or on-premises networks. 

The main goal of this design is: 

No workload can send or receive traffic without being inspected and controlled. 
 

 Picture (Before Details) 

This architecture uses: 

• Multiple VPCs for applications.  

VPC (Virtual Private Cloud): an isolated virtual network in the cloud where you securely run servers and control IP ranges, 
routing, and access. 

• A central AWS Transit Gateway as the traffic hub 

• A dedicated Inspection VPC with AWS Network Firewall 

• A dedicated Egress VPC for controlled internet access 

• Optional VPN / Direct Connect to on-premises networks 

Everything is centralized and locked down. 
 

 Main Components Explained 
 

 VPC 1 and VPC 2 (Left Side) 

• These are application VPCs 

• They contain EC2 instances / workloads 

• CIDR ranges: 

o VPC 1: 10.0.1.0/24 

o VPC 2: 10.0.2.0/24 

⚠️ These VPCs do not have direct internet access. 
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 AWS Transit Gateway (Center) 

This is the core router. 

Think of it as: 

A very powerful, central traffic roundabout. 

All traffic from: 

• VPCs, Firewall, VPN, Direct Connect, Internet egress 

must pass through the Transit Gateway. 
 

 Inspection VPC (Right) 

• CIDR: 192.168.1.0/26 

• Contains AWS Network Firewall 

Purpose: 

• Inspect traffic 

• Block malicious connections 

• Enforce security rules 

• Log allowed and denied traffic 

Nothing is trusted until it passes here. 
 

 Egress VPC (Top) 

• CIDR: 192.168.0.0/24 

• Contains: 

o NAT Gateway 

o Internet Gateway 

Purpose: 

• Provide controlled outbound internet access 

• Hide internal IPs using NAT 

• Prevent direct exposure of workloads 
 

 VPN & Direct Connect (Bottom) 

These provide connectivity to: 

• On-premises data centers 

• Corporate networks 

They are also routed through the Transit Gateway, so inspection rules still apply. 
 

 Traffic Flow Explained (Follow the Numbers) 

The numbers in the diagram show how traffic actually moves. 
 

1)     Traffic leaves the application VPC 

An instance in VPC 1 or VPC 2 sends traffic. 
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This could be: 

• Internet access 

• Traffic to another VPC 

• Traffic to on-premises 

The traffic is sent to the AWS Transit Gateway. 
 

2)     Transit Gateway sends traffic to the Firewall 

Before traffic is allowed anywhere: 

• Transit Gateway forwards it to the Inspection VPC 

• AWS Network Firewall receives the traffic 

This ensures mandatory inspection. 
 

3)     Firewall inspects and returns traffic 

The firewall: 

• Applies security rules 

• Allows or blocks traffic 

• Sends allowed traffic back to the Transit Gateway 

Blocked traffic never proceeds further. 
 

4)     Transit Gateway decides the destination 

After inspection, the Transit Gateway routes traffic to: 

• Another VPC (East-West traffic) 

• VPN or Direct Connect (hybrid traffic) 

• Egress VPC (internet-bound traffic) 

This decision is based on routing tables. 
 

5)     Internet-bound traffic goes to the NAT Gateway 

If traffic is going to the internet: 

• It enters the Egress VPC 

• Passes through the NAT Gateway 

• Internal IPs are translated to a public IP 

This prevents direct exposure of workloads. 
 

6)     Traffic exits to the Internet 

Finally: 

• Traffic goes through the Internet Gateway 

• Reaches the public internet 

• Return traffic follows the same inspected path back 
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 Color Legend (Very Important) 

The arrows show different traffic types: 

•   Red – North-South traffic (VPC → Internet) 

•   Yellow – VPC → VPN / Direct Connect 

•   Blue – East-West traffic (VPC ↔ VPC) 

All of them are inspected. 
 

 Why This Architecture Is Used 

This design is popular because it provides: 

• Centralized security enforcement 

• One firewall policy for all VPCs 

• No accidental internet exposure 

• Easy logging and monitoring 

• Strong defense against malware and data exfiltration 

This is enterprise-grade cloud networking. 
 

 Summary 

This architecture forces all AWS traffic through a central firewall using a Transit Gateway. Application VPCs have no direct internet 
access. Traffic is inspected, routed, and only then allowed to reach the internet, other VPCs, or on-premises networks. 
 

 Why This Matters for Security Learners 

This diagram connects directly to: 

• Phishing payload containment 

• Malware outbound detection 

• Command-and-control traffic blocking 

• Zero-trust networking principles 

Understanding this means you’re no longer thinking like a beginner — 
you’re thinking like a cloud security architect 
 

 
 Password Management Best Practices 

Strong password management is one of the most effective defenses against phishing. Even if an attacker tricks a user into 
clicking a link, good password hygiene can limit the damage, prevent account reuse attacks, and stop phishing from escalating 
into full account takeover. 
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1)     Use Strong and Unique Passwords 

 What this means 

• Never reuse passwords across 
different services 

• Each account should have its own 
unique password 

• Passwords should be long and 
complex, not clever or memorable 

Recommended characteristics 

• At least 12–16 characters 

• Mix of: 

o Uppercase letters 

o Lowercase letters 

o Numbers 

o Special characters 
 

 Why it matters 

Phishing attackers frequently test stolen 
credentials on: 

• Email accounts 

• Banking apps 

• Cloud services 

• Social media platforms 

This is known as credential stuffing. Reused 
passwords turn one phishing mistake into 
multiple account compromises. 
 

  Example 

• Weak: password123 

• Strong: L3tM3In!8gR 

• Best (manager-generated): yR9!k@P2#FvZsA8Q 

Random passwords are stronger than “creative” ones. 
 

2)     Use a Password Manager 

 What password managers do 

Password managers: 

• Generate strong, random passwords 

• Store them securely in an encrypted vault 

• Autofill credentials only on matching legitimate domains 

• Reduce the need to remember passwords 
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 Why this helps against phishing 

Most password managers will not autofill credentials on fake websites. 
If a login page looks right but the password manager refuses to fill it, that’s a strong phishing warning sign. 

Commonly used password managers 

• 1Password 

• Dashlane 

• LastPass 

These tools encourage unique passwords by default and significantly reduce human error. 
 

3)     Change Passwords at the Right Time 

 Modern best practice 

You do not need to change passwords frequently if: 

• The password is strong 

• It is unique 

• There is no sign of compromise 

However, you must change passwords immediately if: 

• You suspect phishing 

• You entered credentials on a suspicious site 

• A service reports a breach 

• An MFA prompt appears that you didn’t initiate 
 

 Why this matters 

Phishing attacks often act quickly. Resetting credentials early can: 

• Block attackers before they log in 

• Invalidate stolen session tokens 

• Prevent lateral account access 
 

4)     Always Combine Passwords with MFA 

Passwords alone are not enough. 

When possible: 

• Enable Multi-Factor Authentication (MFA) 

• Prefer app-based or hardware-based MFA over SMS 

Even if credentials are stolen, MFA can stop attackers from logging in—especially when combined with phishing-resistant 
methods. 
 

 Best Practice Summary 

• Use unique passwords for every account 

• Prefer long, randomly generated passwords 

• Store credentials in a trusted password manager 
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• Change passwords after compromise, not on a fixed schedule 

• Enable MFA wherever available 
 

 Key Takeaway 

Phishing succeeds when stolen credentials can be reused or abused. 

Strong password management ensures that: 

• One mistake doesn’t compromise everything 

• Fake websites are easier to detect 

• Attackers are blocked even after partial success 

Good passwords don’t just protect accounts—they contain damage 
 

 
 Multi-Factor Authentication (MFA) and Its Importance 

Multi-Factor Authentication (MFA) is one of the strongest defenses against phishing-driven account takeover. It adds an extra 
security layer by requiring more than just a password to log in. This means that even if a phishing attack successfully steals your 
password, the attacker is often stopped at the next step. 
 
 

 

 

 

 

 

 

 
 
 
 

 How MFA Works 

MFA requires users to prove their identity using two or more independent factors. These factors fall into three main categories: 

1)     Something You Know 

• Password 

• PIN 

• Passphrase 

This is the first line of defense, but also the easiest for attackers to steal through phishing. 
 

2)     Something You Have 

• Mobile phone (authentication app or SMS) 

• Hardware security key (USB/NFC) 

• Smart card or token 

This factor ensures that logging in requires physical possession of a device. 
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3)     Something You Are 

• Fingerprint 

• Facial recognition 

• Iris scan 

Biometric factors tie access directly to the user, making impersonation much harder. 
 

  Example of MFA in Action 

A typical MFA login flow looks like this: 

1. You enter your username and password 

2. The service prompts for a second factor 

3. You approve the login by: 

o Entering a one-time password (OTP) from an authenticator app 

o Tapping “Approve” on a push notification 

o Touching a hardware security key 

Only after both steps succeed is access granted. 

This is why MFA is so effective against phishing: stolen passwords alone are not enough. 
 

 Why MFA Is Critical for Phishing Defense 

Phishing attacks are designed to: 

• Steal passwords 

• Trick users into reusing credentials 

• Bypass basic login security 

MFA breaks this attack chain by: 

• Blocking logins even when credentials are exposed 

• Alerting users to suspicious login attempts 

• Limiting the usefulness of stolen data 

For example, if a phishing site captures your password but cannot access your second factor, the attacker’s effort often fails 
completely. 
 

 Important Limitation to Understand 

Not all MFA methods are equally strong. 

• SMS-based OTPs can be intercepted via SIM swapping or social engineering 

• Push-based MFA can be abused through “MFA fatigue” attacks 

• Phishing-resistant MFA (hardware keys using FIDO2/WebAuthn) offers the highest protection 

MFA is powerful—but implementation matters. 
 

 Best Practices for Using MFA 

• Enable MFA on all critical accounts, especially: 

o Email 
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o Banking and payment services 

o Cloud dashboards 

o Social media 

• Prefer authenticator apps or hardware security keys over SMS 

• Treat unexpected MFA prompts as a warning sign of compromise 

• Deny MFA requests you didn’t initiate and change your password immediately 
 

 Key Takeaway 

Passwords alone are no longer sufficient. 

Multi-Factor Authentication: 

• Stops most phishing-based account takeovers 

• Reduces the impact of leaked credentials 

• Adds a critical safety net when human mistakes happen 

If phishing attacks target human behavior, MFA exists to limit the damage when deception succeeds. 
 

 
 Reporting Phishing Attempts to IT and Cybersecurity Teams 

Reporting phishing attempts is a critical defensive action, not just an administrative task. A single report can prevent the same 
attack from spreading across an organization and protect dozens—or thousands—of other users. Security teams rely heavily on 
early user reporting to detect, analyze, and contain phishing campaigns quickly. 

 

 

 

 

 
 

 

 Why Reporting Phishing Matters 

Phishing attacks rarely target only one person. Most campaigns are sent to many users at once, and attackers succeed if just one 
recipient falls for the trap. 

Prompt reporting allows security teams to: 

• Block the malicious sender or domain organization-wide 

• Remove similar emails from other inboxes 

• Update spam filters and detection rules 

• Investigate whether anyone already interacted with the attack 

• Prevent escalation into malware infection or account compromise 

In short: reporting turns individual awareness into collective protection. 
 

 How to Report Phishing Effectively 

1)     Use Internal Reporting Channels 

Most organizations have defined procedures for reporting suspicious messages. These may include: 
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• A dedicated “Report Phishing” or “Phish Alert” button in the email client 

• A security mailbox (e.g., phishing@company.com) 

• An IT helpdesk or ticketing system 

• A security portal or SOC reporting tool 
 

 Best practice: Always use the official reporting method provided by your organization. Avoid forwarding the email to 
colleagues. 
 

2)     Built-in Email Reporting Tools 

Many organizations integrate reporting tools directly into email clients (such as Outlook or Gmail). These tools allow users to: 

• Submit the suspicious email with one click 

• Automatically preserve headers and metadata 

• Send the message directly to the security team for analysis 

This method is preferred, because it provides investigators with technical details that are often lost when emails are manually 
forwarded. 
 

3)     What to Include in Your Report 

If you are reporting manually (email, ticket, or message), include as much information as possible: 

• Sender details 

o Email address, display name, or phone number 

• The message itself 

o Attach the email as-is (do not copy/paste if possible) 

o For SMS or calls, describe what was said 

• Malicious indicators 

o Suspicious links 

o Attachments 

o QR codes 

• Your interaction (if any) 

o Did you click a link? 

o Did you open an attachment? 

o Did you enter credentials? 

⚠️ Be honest if you interacted with the message. Security teams focus on containment, not blame. 
 

 What Happens After You Report 

Once a phishing report is received, security teams may: 

• Analyze email headers and links 

• Check whether other users received the same message 

• Block domains, IPs, or sender addresses 

• Reset credentials if exposure is suspected 
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• Send out awareness alerts to employees 

• Update training and detection rules 

Your report directly improves the organization’s defensive intelligence. 
 

 Best Practices for Employees 

• Report first, delete later (or let the tool handle it) 

• Report any message that feels suspicious, even if you’re unsure 

• Do not reply to the phishing email 

• Do not forward it to coworkers 

• Act quickly—speed matters 
 

 Key Takeaway 

Phishing defense is a shared responsibility. 

• Security tools can block many attacks 

• Training helps users recognize threats 

• Reporting turns recognition into action 

One report can stop an entire phishing campaign. 

If something looks suspicious, report it immediately—you may be protecting far more than just your own inbox. 
 

 Acceptable Use Policies (AUP) 

Developing and Adhering to Acceptable Use Policies 

An Acceptable Use Policy (AUP) is a formal set of rules that defines how employees are expected to use organizational 
resources—including email, internet access, applications, and devices. While AUPs are often viewed as administrative 
documents, they play a direct and important role in phishing prevention by setting clear behavioral boundaries and 
expectations. 

A well-designed AUP reduces phishing risk by limiting exposure, standardizing safe behavior, and supporting enforcement 
when incidents occur. 
 

 How Acceptable Use Policies Help Prevent Phishing 

1)     Defining Permitted and Prohibited Behaviors 

AUPs clearly spell out what is allowed and what is not, removing ambiguity that attackers often exploit. 

Common AUP rules related to phishing prevention include: 

• Prohibiting the use of personal email accounts on work devices 

• Forbidding clicks on unknown or unverified links 

• Restricting downloads of unauthorized software or files 

• Limiting access to non-business-related websites, which are common phishing and malware hosts 
 

 Why this matters 

Phishing often succeeds when users engage in unsafe but undefined behavior. Clear rules reduce risky “gray areas” and make 
expectations explicit. 
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2)     Employee Accountability 

AUPs establish shared responsibility for security. 

 How accountability works 

• Employees formally acknowledge and accept the policy 

• Security expectations are clearly documented 

• Violations are treated as policy issues, not just technical mistakes 
 

 Why this matters 
When users understand that security behavior is part of their role, they are more likely to: 

• Pause before clicking 

• Report suspicious messages 

• Follow verification procedures 

Accountability shifts security from “IT’s job” to a collective responsibility. 
 

3)     Policy Enforcement Through Technology 

An AUP is only effective if it is enforced consistently. 

Organizations typically support AUPs with: 

• Email scanning and phishing detection systems 

• Web filtering to block known malicious or high-risk sites 

• Endpoint monitoring and device management tools 

• Logging and alerting for suspicious activity 
 

 Why this matters 

Technical controls reinforce policy rules and help prevent accidental or intentional misuse of systems—even when users make 
mistakes. 
 

  Examples of Common AUP Rules 

A phishing-aware Acceptable Use Policy may include rules such as: 

• Credential Protection 

o Never share passwords, OTPs, or MFA codes 

o Do not store credentials in plain text 

• Approved Communication Channels 

o Use only organization-approved email and messaging platforms 

o Do not conduct business through personal email or messaging apps 

• Phishing Reporting 

o Report suspicious emails, messages, or calls immediately to IT or the security team 

o Do not forward suspected phishing emails to coworkers 

• Safe Internet Usage 

o Avoid visiting non-business or high-risk websites on work devices 

o Do not download files from untrusted sources 
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 Why AUPs Matter in Real Phishing Incidents 

When a phishing incident occurs, an AUP: 

• Provides clear guidance on what should have been done 

• Helps security teams respond faster and more consistently 

• Supports training improvements based on policy gaps 

• Enables fair and transparent handling of violations 

Without an AUP, organizations rely on assumptions instead of standards, which weakens phishing defense. 
 

 Key Takeaway 

Acceptable Use Policies are not about restricting employees—they are about protecting people and systems. 

A strong AUP: 

• Reduces exposure to phishing attacks 

• Encourages safer daily behavior 

• Reinforces accountability 

• Supports technical security controls 

When employees understand what is expected and why it matters, phishing becomes harder to execute and easier to stop. 
 

 
 Regulatory Requirements and Phishing Prevention 

Compliance with cybersecurity and data protection regulations is not optional—it is a legal obligation for organizations that 
handle personal, financial, or sensitive data. Many regulations explicitly or implicitly require organizations to implement 
proactive controls against phishing, because phishing is one of the most common causes of data breaches. 

Below is a clear breakdown of key regulatory frameworks and why phishing prevention is directly relevant to compliance. 
 

 General Data Protection Regulation (GDPR) – EU 
 

 What it requires 

• Organizations must protect personal data against unauthorized access, disclosure, or loss 

• Security measures must be appropriate to the risk, including human-factor risks like phishing 
 

 Why phishing matters 

Phishing is a leading cause of credential theft and unauthorized access—both of which count as personal data breaches under 
GDPR. 

Consequences of non-compliance 

• Fines of up to €20 million or 4% of annual global turnover (whichever is higher) 

• Mandatory breach notifications to regulators and affected individuals 

Phishing-related expectations 

• Security awareness training 

• Email and access controls 

• Incident detection and response processes 
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 Health Insurance Portability and Accountability Act (HIPAA) – USA 
 

 What it requires 

Healthcare organizations must protect electronic Protected Health Information (ePHI) using administrative, technical, and 
physical safeguards. 
 

 Why phishing matters 

Phishing is a primary entry point for: 

• Credential compromise 

• Ransomware attacks on hospitals 

• Unauthorized access to patient records 

Phishing-related requirements 

• Ongoing workforce security training 

• Risk assessments addressing social engineering threats 

• Procedures for detecting and reporting security incidents 

Failure to prevent or respond to phishing can result in regulatory penalties and enforcement actions. 

 

 California Consumer Privacy Act (CCPA) – USA 
 

 What it requires 

• Businesses must implement reasonable security procedures to protect consumer data 

• Consumers must be notified if their data is exposed in a breach 
 

 Why phishing matters 

If a phishing attack leads to a data breach: 

• The organization may be liable for failing to implement adequate safeguards 

• Consumers can pursue legal action in certain cases 

Key phishing implications 

• Breach notification timelines 

• Documentation of security controls 

• Demonstrated effort to reduce foreseeable risks like phishing 
 

 ISO/IEC 27001 – International Standard 
 

 What it is 

An internationally recognized standard for establishing an Information Security Management System (ISMS). 
 

 Why phishing matters 

ISO/IEC 27001 explicitly recognizes: 

• Human error as a major security risk 

• The need for training, policies, and access control 
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Phishing-relevant controls include 

• Security awareness and training programs 

• Acceptable Use Policies (AUP) 

• Incident management and reporting procedures 

• Continuous risk assessment and improvement 

While ISO/IEC 27001 is not a law, many organizations adopt it to: 

• Demonstrate due diligence 

• Meet customer and partner security expectations 

• Reduce legal and regulatory exposure 
 

 Why Regulators Care About Phishing 

From a regulatory perspective, phishing is not an unpredictable accident—it is a known, well-documented risk. Regulators 
increasingly expect organizations to: 

• Anticipate phishing as a threat 

• Train employees to recognize it 

• Implement layered technical controls 

• Respond quickly when incidents occur 

Failure to do so can be interpreted as negligence, not bad luck. 
 

 Best Practices for Regulatory Compliance 

To align phishing defense with regulatory requirements: 

• Conduct regular security audits and risk assessments 

• Document phishing controls (training, tools, policies) 

• Align internal policies with applicable laws and standards 

• Test incident response plans, including phishing scenarios 

• Maintain evidence of training, reporting, and corrective actions 

Documentation is often just as important as the control itself. 
 

 Key Takeaway 

Phishing is no longer just a technical security issue—it is a compliance and legal risk. 

Organizations that: 

• Ignore phishing prevention 

• Fail to train users 

• Lack response procedures 

are increasingly exposed to regulatory penalties, lawsuits, and reputational damage. 

Effective phishing defense helps organizations stay compliant, protect users, and demonstrate due care in an environment 
where regulators expect preparedness—not excuses. 
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 Continuous Training and Awareness 
 

 Why Continuous Training and Awareness Matter 

Phishing tactics constantly evolve. Attackers adapt their language, timing, and delivery methods to bypass both technical 
defenses and human intuition. Because of this, one-time training is not enough. Continuous training and awareness programs 
are essential to keep employees alert, informed, and confident in recognizing and responding to phishing attempts. 

Effective training turns employees from passive targets into an active security layer. 
 

 Key Elements of Successful Training Programs 

1)     Mandatory Training Programs 

 What this involves 

• Onboarding security training for all new employees 

• Clear explanation of: 

o Phishing types 

o Real-world examples 

o Reporting procedures 

• Regular refresher training, typically annual or biannual 
 

 Why it matters 

New hires are often the most targeted group because they are unfamiliar with internal processes and communication styles. 
Regular refreshers ensure that even experienced employees stay up to date with: 

• New phishing techniques (QR phishing, AI-written lures, MFA abuse) 

• Updated organizational policies 

• Changes in reporting tools or procedures 
 

2)     Regular Phishing Simulations 

 What this involves 

• Sending simulated phishing emails that resemble real attacks 

• Measuring: 

o Click rates 

o Credential submissions 

o Reporting behavior 

• Providing immediate feedback after each simulation 
 

 Why it matters 

Simulations: 

• Reveal real-world behavior, not just theoretical knowledge 

• Help identify high-risk patterns or departments 

• Normalize reporting suspicious emails instead of hiding mistakes 

Importantly, effective programs treat simulations as learning opportunities, not punishments. 
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3)     Awareness Campaigns 

 What this involves 

• Visual reminders (posters, banners, screen savers) 

• Short newsletters or internal messages highlighting recent threats 

• Interactive sessions, quizzes, or short videos 

• Themed initiatives like Cybersecurity Awareness Month 
 

 Why it matters 

Awareness campaigns keep security top of mind without overwhelming employees. Frequent, lightweight reminders are more 
effective than infrequent, long training sessions. 

  Examples of effective awareness messaging include: 

• “Stop. Think. Verify.” 

• “Report first, delete later.” 

• “Unexpected + urgent = verify.” 
 

 Measuring Training Effectiveness 

Training programs should be data-driven, not assumed effective. 

Common metrics include: 

• Reduction in phishing click rates 

• Increase in phishing reports 

• Faster reporting times 

• Improved response to simulated attacks 
 

  Case Study Example 

A healthcare provider implemented: 

• Quarterly phishing simulations 

• Mandatory refresher training 

• Regular awareness messaging across departments 

Result: 
Within six months, the organization recorded a 60% reduction in employees clicking on simulated phishing links, alongside a 
significant increase in early phishing reports. 

This demonstrates a key truth: 
consistent training changes behavior over time. 

 

 Best Practices for Continuous Training 

• Train everyone, including executives and contractors 

• Keep content realistic and relevant 

• Update scenarios to reflect current threat trends 

• Encourage reporting without fear of punishment 

• Reinforce training with clear policies and leadership support 
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 Key Takeaway 

Technology alone cannot stop phishing. 

Continuous training and awareness: 

• Adapt humans to evolving threats 

• Reduce risky behavior over time 

• Strengthen the organization’s overall security posture 

Phishing targets people—but well-trained people are one of the strongest defenses available. 
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